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Executive summary

This document identifies, discusses and addrebsedifferent aspects of interoperability issueg tha
are likely to occur in PIl experimentation facdi. These facilities are expected to encompass a
collection of diverse network and equipment techgias, services and applications that are required
to be assembled and configured on demand accotdingstomer needs. It is this diversity and the
sharing of the facilities that necessitates thend&fn of an interoperability framework for testbe
provisioning. This is the objective of task 2.2WP2 the outcome of which is documented in this
deliverable, D2.2.

At the core of the interoperability framework ligse Interconnection Gateway (IGW) required to
support a series of functions as it is located strategic connection point, namely, at the booddéhe
interconnected testbeds. The detailed architeendefunctionality of IGW is presented together with
the configuration interfaces (U2, U3, 11, 12, an#).TMore specifically IGW is expected to provide
support for L2 interconnection of components indérto the local testbed, multi-point VPNSs,
firewalling, network address translation (NAT) a@bS across geographically dispersed testbeds
when available.

As a result of this functionality, it allows for efiguration and exclusivity of Virtual Customer
Testbeds, control by the other major PII architectomponent PTM and a series of interconnectivity
related operations aiming at testbed provisionimg) management.

The proposed PII interoperability framework als@nsea lot of similarities with similar attempts to
address interoperability in heterogeneous enviraisnand in various manifestations where there is a
need to communicate and interconnect. Accordingly/align the framework and the PII architecture
with existing activities that occur in NGN and RRIX. The former faces the problem of integrating
various QoS mechanisms and models across differere#ss networks and technologies while the
latter the problem of a common monitoring infrasttme and mechanisms for collecting and
transporting monitoring data. PII will adopt andaptias required the findings of the corresponding
working groups in the PII interoperability framewdhus avoiding re-inventing the wheel and saving
considerable time. This deliverable also providesesv on how this could be done for the purposes
and goals of PII.

Finally, this deliverable together with the deli@ble D2.3 produced by Task 2.3 that describes the
other key architectural component of PII testbetls, PTM, will provide the basis and drive the
implementation efforts in the future. As interogmlity is a dynamic subject and is closely related
with the implementation, this deliverable may bewed as an open document that may require
updates when new evidence comes to light. Upddtdseccurrent framework will be given in future
deliverables of Pll in other active tasks afterdbenpletion of this task, task 2.2.
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1 Introduction

This document identifies, discusses and addrebsedifferent aspects of interoperability issueg tha
are likely to occur in PIl experimentation fac#isi. These facilities encompass a collection ofrdeve
network and equipment technologies, services aptications that are required to be assembled and
configured on demand according to customer needsthis diversity and the sharing of the facaii
that necessitates the definition of an interopditpliramework for testbed provisioning. This iseth
objective of task 2.2 in WP2 the outcome of whigkdcumented in this deliverable, D2.2.

More specifically, in section 2, we outline thegraperability framework in Pll and provide linksttwi
complementary activities carried out in other wadfages. As a result, we have classified
interoperability in PII into a series of major ageies that require different technical analysisl an
solutions. In summary these categories consist usft@ner-Panlab Office interactions, Modelling,
Interconnectivity, Resource provisioning and Mornitg. The first two are considered as part of WP3
tasks and as such their details may be found inrdlevant WP3 deliverables. The last three are
described in Sections 3-5 respectively. Conclusaegiven in Section 6.

As a final note, we state that interoperabilith@ a static field and it constantly evolves togetith

the technology, experimental facility offerings aoperational requirements. As such we view the
interoperability framework described in this docunnas an open document that may require updates
when new evidence come to light.

© PII consortium 2009 Page 9 of (47)
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2 Overview of Interoperability Framework in PII
U1
f TEAGLE
End User Customer
Domain Domain T T1
u2 us PTM J
N\ :

Testbed Ay

Figure 1: Interoperability in PII architecture

Interoperability emerges across all seven operatigtages in various forms and it is mapped ordo th
Pl architecture as defined in D2.1 (see Figure 1).

During customer interaction (stage 1) there mustabwell established process and a common
“interface” for facilitating interactions betweehet customer and the Panlab office (Teagle). This
“interface” may eventually take the form of a wedifined SLA language that must be used in order to
unambiguously document the agreements made bettheetwo parties. This is the Ul interface
depicted in Figure 1.

In order Teagle to decide whether a customer reqo@s be fulfilled (stage 2) while later to
orchestrate the provisioning of the testbed acogrdo the SLA, (stage 3), it must use a “lingua
franca” to represent the resources and offerindarge, of the available experimental facilitiehis
gives rise to the requirement for a model rich émantics and attributes as well as capable of
extending itself when new information and functiityabecomes available. Furthermore, this model
and the objects it comprises become the parameidos exchanged between the PIl architectural
components, e.g. Teagle and PTM, during the reteegerational stages (stages 3-7) through
interface T1. As interfaces Ul and T1 as well &sdéfined model fall within the scope of WP3 their
description may be found in the corresponding @eéibles of WP3.

During the provisioning of the testbed (stage 3a§ & series of operations must take place which giv
rise to a number of key architectural interfacewelt as Pl specific architectural components trat
important not only for the interoperability of thrarious facilities but also for the overall opeoatiof
the provisioned facilities.

Two are the most important PIl architectural congun, namely, the Interconnection Gateway
(IGW) and the Panlab Testbed Manager (PTM) alonth wheir corresponding interoperability
interfaces.

More specifically, the interoperability issues tinaed to be addressed by PTM is the homogeneous
treatment of the variety of the configuration ifdéees and protocols, proprietary or standard, bsed
different manufacturer equipments that compriseettgerimental facility. This interoperability aspec
will be resolved by the resource adaptation layehe PTM architecture and through the specifigatio

of the T2 configuration interfaces. It therefordisfavithin the scope of Tasks 2.3 & 2.4 and their
corresponding deliverables.

In contrast the IGW is the component that proviohsrconnectivity among experimental facilities
that are needed to interconnect on demand as #sigerin different locations including customer
premises equipment. Furthermore, IGW components as® subject to configuration and
management operations in the same fashion as despleeific components. To this end, interfaces 11

Page 10 of (47) © PII consortium 2009
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and 12, T2, and U2 and U3, must be clearly spetifighe definition of the IGW architecture and the
corresponding interfaces is the main focus of titeroperability framework of Tasks 2.2 and it is
described in detail in this deliverable.

Plain interconnectivity is not enough when provisng and configuring testbeds and components
thereof. It is often followed by QoS requiremertiattmust be met by the testbed resources. In the
context of QoS, interoperability stems from thet that individual testbeds are likely to suppo#ith
own (native) QoS mechanism, namely QoS model,i¢rafisses and signalling protocol, that may not
be applicable outside the specific testbed donEanthis end, there must be a mechanism aiming at
identifying the various QoS environments and, imtunapping the QoS demands onto the native QoS
mechanisms. This issue is addressed in the cooferdsource provisioning in section 4 which we
draw analogies from Next Generation Networks, IM®articular.

Finally, monitoring and monitoring data manipulatiis one of the key services of PIl important for
supporting a wide spectrum of customer tests ad alproviding overall quality assurance.
Interoperability emerges from the configuration ofonitoring capabilities of the individual
components to the collection and transporting ohiteoing data to the storage thereof in a common
format for reusability purposes. In this context ave looking to adopt and adapt existing enginegerin
practices used in similar environments. One of theiie work by the IETF IPFIX working group
that is described later in this deliverable andonapose how it may be used in PII.

© PII consortium 2009 Page 11 of (47)
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3 Interconnection Gateway

The main purpose of the Interconnection GatewayJ@ to handle network setups to separate all
communications inside Panlab2 (PIl) domain andoimrounicate with several remote sites. For doing
so, there are a number of problems to be solvedbi.ensure that only specific resources are alibbwe
to communicate to each other or to hide the netwampklogy of a site by applying network addresses
and protocol translations.

Quioting from Panlab D2'Bection 4.1 : Ih order to establish connectivity, a Virtual PrieaNetwork
(VPN) must be set up ... hiding the complexities altmlving Panlab partners to dynamically
provision multiple overlay networks The architectural component providing such naisms to the
Pll project is the IGW.

3.1 Introduction and Overview
User Customer
Domain Domain

Testbed X

Testbed Py

Figure 2: PII testbed environment overview

From the technical viewpoint IGW is the combinationa Border gateway function (BGF) with a
Network Access Device (NAD) since it operates asngness-egress point at each testbed site while
hosting IP communication (data plane) and signalfumctionality. Doing so, the IGW interconnects
different PII testbeds with each other and alsopmmments inside the testbed with the internet (“joubl
access”). Furthermore it implements firewall (IRefing) and QoS (IP shaping) functionalities faya
given packet, characterized by a 5-tuple (IP squuoet number source, IP destination, port number
destination, protocol type) that passes this bogdésway. Furthermore, it may be required to agts a

A dynamically configurable L2 connection/isolatiohtestbed devices

A dynamically configurable multi-VPN endpoint angintral VPN concentrator
A dynamically configurable IP filter (Firewall) ang@ shaper (QoS)

A dynamically configurable application proxy andfatwork address translation

... and therefore it ...

! http://www.panlab.net/fileadmin/documents/DeliMeles/Panlab-D2.2-Technical-Infrastructure-V1.0.pdf
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configures Virtual Customer Testbeds (VCT) amongeighbour IGWs

enforces exclusivity of a testbed resource to a\Dé

handles dynamic L2 isolation (VLAN based) of theaerce and it’s connection to IGW
processes PTM commands to connect a specific mesaucustomer VPN

makes addresses, networks and services known whible testbed interconnection
enables - if needed - direct L2 tunnelling betwesmote testbeds

sets up the right access restrictions and QoS foitehat specific VCT

can establish separated special purpose netwaak aee demilitarized zones DMZ)
may connect the testbed to wireless network infuasires (e.g. UMTS, WLAN, etc.)

TEAGLE &
Support Functions
Control Plane

SOAP unified
messages)

Control Plane

Control Plane Component Y

IGW Component X
Data Plane Forwarding/Filtering/Proxying |

Data Plane
VCT/VPN - Component .
Terminatiomﬂomtonng Connectivity o

N Testbed y

Figure 3: IGW architecture and connection overview

The PII testbed environment overview (Figure 2)vehohe separation of command plane (T2) and
data plane (I12) communication of testbed componémtsm the PTM’s point of view the IGW is also
“just another component” in the testbed and theeethere may be more than one IGW per testbed
that may dynamically be deployed too. PTM utilizes T2 interface to control and configure the
IGW for creating or deleting communication stateside the testbed and to other testbeds.

The IGW is expected to have several interfaces,towards the PTM, another towards the internal
network of the partner that is offering resourcethe testbed (Figure 3). Of course it is, for eliffint

reasons, not common that a PIll project partner ¢batributes network resources is opening up its
whole network infrastructure.

For this reason a PIl testbed has to be embeddatiea general lab network architecture and
separated from the partner’s general operatioadtrficture. See below an architecture templage of
Pl partner testbed that fits to the most of toddyést-effort based internet related lab infrastmes.

© PII consortium 2009 Page 13 of (47)
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Figure 4: Lab architecture template for PII partner testbed

3.2 The “Default IGW”

A closer view at the PII architecture shows that ¢peration of a testbed that includes a PTM, i ma
in principle be possible, since all command plaoenections required to run components can be set
up without any IGW. Nevertheless, if doing so, rthavould be no data plane that allows
interconnection of components to the customer-fud@main or to other testbeds and no enforcement
of QoS or IP filtering rules. In addition to th#te customer’'s VCT would practically not existcgn

it is maintained by the IGW and is not part of FHEM’s testbed connection.

For that reason it was decided by the ArchitecBward (see ABPhoneConf20090210Minutes) that
there should be a “Default IGW” existing in eveegtbed to add the needed data plane and therefore
the existence of VCTs. Furthermore the Default @MW assure a basic best-effort connection from
the internet to the testbed components to alloeraannection of customer-/user- domains to VCTs
and also optional VPN based interconnections teratéstbeds.

The Default IGW is planned to be set up and bampged dynamically by a pre-existing PTM which
can access the deployment image of the Default I®¥Wusing the PTM Resource Adaptors for local
Layer2 setup (RA-L2) and computer host control (RB} it is possible to bootstrap such an image
and interconnect it on one side to a pool of pulblienternet connections and on the other sidéeo t
testbed’s VLAN infrastructure. Using the PTM’s ®ase Adaptor for IGW communication (RA-
IGW) it is possible to completely configure the xiapped image for Default IGW operation.

For the initial proof-of-concept implementation tiie PIl framework, the RA-IGW to IGW
communication is done using SNMPvV3 since the IGWdefinition is a network access- and border
gateway- device and therefore may be also superusmg existing network management tools. For
later implementations other protocols might be enpénted or switched over to these from the initial
SNMPv3 based start up.

Page 14 of (47) © PII consortium 2009
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3.3 Customer testbeds and connection domains

Figure 5: VCT isolation on shared infrastructure

The concept of virtual customer testbeds (VCT) besn introduced to PII define logical separated
testbed infrastructures on top and independent ttmmphysical interconnected clusters of the PII
partner resources.

Since Customers should generally only have aceesslministration of his “rented resources* and
services, one separated interconnection layerystomer is needed, the customer’s VCT. It connects
all resources of one customer with a common unifueddressing space and protects different
customers and the PII platform itself against secproblems and interference with each other.

A VCT is the sum of resources, including intercartimas in-between that TEAGLE has assigned to a
specific Pll customer. VCTs are put together dymafhy and managed independently by the IGW’'s
ad-hoc VPN/VLAN establishment functionalities.

All resources inside a VCT share a common IP addrgsscheme and are able to exchange data
traffic. The following figure shows an example ofjical separation of VCTs (illustrated by tunnel
colours) using the same physical infrastructure.

34 Internal architecture and Interfaces

This chapter deals with the internal architecturd function blocks of the Interconnection Gateway
(IGW). It consists, as shown in the following ftioa block overview, gneneraly of 5 main elements:

an internal and an external data path filter (fettwv
termination stage (server) for VPN connection
interconnection engine of VCT connections

link layer interconnection, isolation and QoS shgp
control and communication layer to PTM

© PII consortium 2009 Page 15 of (47)
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Figure 6 : IGW internal block architecture

The centre of IGW functionalities is to interconhdeep and protect the mapping of local Layer2
communication channels to external VPN interconinact It has therefore kind of an IP based
trunking function for testbed components commuimicabn data planes separated by VLANs on the
right side and IPSec based VPNs between accessmoara other testbeds on the left side. Routing
of data plane packets in-between these secure elsais done by the interconnection engine.
Furthermore, if ordered by TEAGLE, QoS rules may drgorced on such routing, for instance
limiting connection of one VCT to another testbeditcertain maximum throughput rate.

In front and in the back of the interconnection ieegthe secure channels are being de-
encapsulated/decrypted and filtered by a stat€fyddcked based firewall. This makes sure that only
services and resources may accessed between tedtla¢dre allowed so by TEAGLE and that the
customer’s access is not used for testing nor @bt user’'s access isn't used for configuration
purposes.

On the external side of IGW may be also genericek2ypridges to other testbeds connected that are
not publically accessible and may also be ablestfopm real QoS reservations such as ATM or fibre
optic links. This stage is not firewalled twicagut and output) since it is assumed that an IGW is
also available on the other side, so only inp@walling is applied. Technologies and/or devices th

:
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can’t be connected or should not be connectedtlyiecthe Default IGW can implement their own
IGW function and connect to another RA-IGW at tHévP

The north side of any IGW is the control and comication layer facing towards the PTM’s

Resource Adapter for the IGW. Communication betwkgW and RA-IGW is message based on
SNMPv3 and include simple command/reply communicafe.g. for activation of a QoS rule) but

also on subscription based event updates (e.g. semeity rule was violated). RA-IGW is going to

decide which messages are transmitted to TEAGLEnch are just kept internally for statistics- or

logging-purposes.

The IP addressing schemes and interconnection péeesn(DNS- and NTP- servers, etc) of VCTs are
delivered by TEAGLE and announced to all necessaspurces by the IGWs. IGWs furthermore
take care — if needed - of assigning or relayingaglyic host control parameters and routing
information to resources inside a VCT.

34.1 Details of component conncetion and Layer2 isolatio(12 Interface)

The local separation of VCTs on the testbed’s Layefrastructure is done by IEEE 802.1q based
VLANSs. Of course therefore the security of the Vehimterconnection scheme depends hardly on the
implementation of this functionality by the locaistbed infrastructure and the command interface of
PTM’s RA-L2 to it.

The 12 interface between components and IGW is diased on numbered VLANs generated by
PTM’s RA-L2 but interconnected to a data planehgylGW. PTM itself is not part of such VLAN or
VCT at any time

3.4.2 Details of VCT interconnection and Layer3 isolation(l1 Interface)

VCT’s are remotely (over “foreign” interconnectiosgparated by IPSec based VPN tunnels. These
are based on pre-shared parameters that were caoataechby TEAGLE via the PTMs to the testbed
IGWs. The IGW takes care of enumeration of thesadls and mapping into the right local testbed
security architecture.

The I1 interface between testbeds is based orestatsecured separated IP based tunnelling between
the Default IGWs of different testbeds. The par@meeand vectors for this intercommunication is
transmitted by TEAGLE, there is no negotiation omenand-based communication between IGWs at
any time.

3.4.3 Details of external Layer3 service availability (U2nterface)

Customer are able to allow access to specific resguand services of their VCT from “outside”,
mainly for testing by external users. These aae$mve of course to be hardly restricted on the
selected testing purpose and are set up by TEAGKEcessing a webserver from outside, for
instance, may be needed if the result representafian internal process is a web site. Consefuent
only the web site and not all resources that poegollect data represented on that server reebd t
accessible from outside.

The Default IGW takes care that only the web semechine and its http ports are going to be
accessed through a special IP from the publicrieter The customer is able to make this IP address
available to test users for testing purposes. etion and enforcement of this access scheme is
granted by filtering IP packets and ports as weingluding a Layer7 application proxy (http praibc
proxy) between the tester and the internal resoubmpending on the service, in some test casds bot
security mechanisms may work, in other cases amyis usable.

In opposite direction, e.g. an internal resourcedseto access external data sources, the same
connection scheme is applied reversely. The eatesite is proxied or accessed by network address
translation to protect the internal resource. &imenay be important for the test case which lohd
protection is performed, this is selectable by TEAG Because of this the customer is able to test
new protocols or connection settings over a varidtiporder gateway and security mechanisms like
NAT.
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The U2 interface is used for secured data planetiapd output data exchange of a VCT. Therefore
this access is limited to the needed resourcessanvices, protecting all other VCT internal enstie
Depending on the protocol the different translatiand protection- mechanisms like NAT, port
forwarding, proxying and so on are automaticallypldged or selected using TEAGLE by the
customer.

344 Details of external Layer3 VPN termination (U3 intaface)

For direct configuration or transfer of administratdata between the customer and ressources of his
VCT is a VPN “dial in” access available to the amer. With this mechanism the customer is
practically becoming part of his VCT with a hostrquuter or is able to extend his testbed into hia ow
site, e.g. when using a VPN enabled router to @et laridge to the customer’s own labs.

In contrast to the U2 interface, the U3 interfaxaadt designed to access VCTs from/to externalipubl
sites and therefore not heavily protected by IReriihg. The IGW will take care that connections
between a VCT and a U3 interface are restrictetthéocustomer only and therefore the customer is
responsible to restrict access on his end to th€ & Cmuch as possible.

345 Details of IGW control and communication layer (T2interface)

Interaction between IGW and PTM is performed on wide by the IGW’s control and
communication layer and on the other side by théARBTResource Adapter for the IGW using
messages based on the SNMPv3 protocol. Sincsigmialling is control traffic effecting all VCTss i
Is transmitted on the local testbed infrastrucaurd not inside any VCT.

Messages between IGW and the PTM’s RA-IGW inclunigle command/reply communication but
also subscription based event updates. The RA-IGWyading to decide which messages are
transmitted to TEAGLE and which are just kept intdly for statistics- or logging-purposes.

3.4.6 Further details and features

In some cases it might be necessary to intercorim@ctesources across testbeds not only based on
Layer3 but also on Layer2, for instance to supfomal network broadcasting between them. For this
reason it is planned to implement on-demand Lay@N2€T encapsulation between two IGWs and
VLANS. In any case, this should not be the defendthod of interconnecting resources, it includes a
lot of overhead into the payload and since mora tree tunnel is used on the actual data planedraff
also lowers the maximum available packet size.

If a customer or operator needs to connect wiralegsains of any kind to the physical testbed a to
specific VCT, the IGW is the entity to connect ttos All mentioned filtering and restrictions wilke
applied to this domain, since wireless networktamedled like an"3party sites (please see section 3.6
on this).

3.5 Detailed description of reference points between @ties

351 Reference point U2 - End User Domain to IGW/ Testhik

This interface allows End Users (those activelptip@ating in a given test) to access a PIl testbed
The technical details of this interface - with nebdo layer 2 technologies, protocols, security
constraints, etc — are dynamically defined by thust@mer when requesting the establishment of the
testing environment to Teagle. Via the PTM, Tedbbn configures the IGW to provide and enforce
these setting for the U2 interface. In summary,WReinterface is a test case dependant interfaate th
is provided and enforced by the IGW towards Endr&lse

For the most common case of using IP connectivtyun the test, this interface must use public,
standard IP transport. Therefore, the U2 interfa@@esents the entry point, the “window”, to the
public Internet for a specific service provided tegtbed resources. These testing resources may be
also be pre-established and potentially distribitewng several testbeds. A major objective of the
U2 interface is to provide an access to the Pliastfucture that does not mandatory impose the
support of VPN connectivity, since there may beesaghere the terminals/equipments used to run the
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test cannot easily support it (e.g. mobile devicets). Additionally, this allows End Users to
transparently access the PIl federated resourcésowti requiring them to implement other
mechanisms, protocols or technologies outside thstblished by the Customer when requesting the
setup of the test environment. Thus, the impacuser terminals/equipments for accessing PII is
conveniently eliminated.

Despite the use of public IP connectivity, the ficaimust be correctly controlled, secured and
converted before entering the testbed, i.e. thefdération. The IGW transparently provides the
following functionalities to correctly adapt andntml the ingress/egress traffic through the U2
interface:

User authentication and optional traffic encryption

Gating: the IGW may need to enforce that only s@aeket tuples (origin/destination IP
address + origin/destination port numbers) are ,uasdconfigured for the specific test
being executed.

NAT operations: IP addresses will usually need ¢odonverted from the IP public
addressing domain to the IP address space of tla¢ tiestbed, thus, guarantying correct
address interoperability.

Protocol proxying towards the required testbed uesss. This allows End User
equipments to interact with testbed resources withknowing the actual testbed
topology.

ALG (Application Level Gateway) operations: in orde®o insure application-level

interoperability between the End User and the &sktiesources, the IGW may need to
also modify some protocol details, such as conviggctinformation, protocol headers,

etc.

Depending on the planned test, the U2 provides exdivity for the end user’'s terminal. It opens a
protected window to a VCT that includes the resesirthat need to be tested. For example, the
resource to be tested is able to offers an HTMlethasser interface, in this case the IWG provides
access to this interface for the following purposes

allows the end user to see testing purpose/tasksfations provided by the customer
allows the end user to download needed testingtcdieftware

allows the end user to contact support

allows the end user to contact the Customer

allows the end user to report observations andapérabout the test

allows the end user to report starting and endiegest

3.5.2 Reference point U3 - Costumer Domain to IGW/ Testh#

The U3 interface grants access from the custonmashine or lab network to his Panlab virtual
customer testbed (VCT) by the IGW. This connectithzes standard secure “dial in” technologies,
such like IPSec, PPTP, L2TP. IGW cares aboutsscoritations to the VCT associated resources
only that were set up by the customer using TEAGLIie customer utilizes a standard VPN client or
VPN-aware router to directly connect to an VPN @ricator (usually an IGW chosen by TEAGLE)
to become part of his VCT. Once interconnecteddbstomer is able to address all his “rented”
resources including configuration front-ends.

Generally, it can be said that this involves sdveoaponents from both the federation and the user
domain than the setup of a VPN that incorporatdgrftion and user domain equipment within the
same VPN is likely to be more secure and efficient.

After connecting to the VCT using interface U3, thestomer is able to address all resources of his
VCT by using the VCT’s addressing scheme.
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3.5.3 Reference point 11 - IGW to IGW

IGW-to-IGW interconnection is provided through the basically a data path between two testbeds.
Communication between IGWs is using the data plamg, there is no control message exchange
since the used secure tunnelling methods are estatahd using pre-shared secrets. Routing between
testbed components of different testbeds is donthé&yGW using intelligent routing protocols like
OSPF and topology information — including VPN sepapameters - transmitted by TEAGLE through
PTM.

Using 11 interface by all IGWs form a meshed tedth#erconnection network (the so-called Panlab
connectivity domain) is dynamically created withenthange or stateful control connections between
IGWs.

354 Reference point 12 - IGW to Testbed Components

Interconnection between the local IGW and interfiastbed Components is provided by the 12
interface, main purpose is to enable an isolategl & VLAN) link layer access to all associated
testbed components. It furthermore can provide QEeed traffic shaping for all communications that
is routed from the testbed component through thé&/.IGThis communication is data plane payload
only and generally configured by PTM.

To archive a secure a secure and isolated connebgbtween IGW and testbed components, the
components need to be directly connected to the BB\ihk layer connected by a switching device
that honours link layer isolation methods like IE&E2.1q or TDM. As long as the associated testbed
component is assigned to a VCT, the associated i@®&ds to have exclusive link layer access for
reliability and security reasons.

3.6 3" party sites

3" party sites are external partners, companieshar @rganisation who are connected to one of the
federated testbeds via fixed connections and dtiegvio offer resources to the testbed federakiah
not interested on hosting PTM and Default IWG imgwemises.

These 3rd party sites are connected to the fedarata an IGW of an existing partner testbed. The
existing testbed creates agreements for hostinly 'sting resource and creates the needed resource
descriptions and manages a service by its own FHiMthermore the existing partner takes care of
and is responsible for security problems reatetiediosting of an external partner.

This way the resource offerings in the federatian be extended also by the participants.
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4 Resource Provisioning

The implementation of a distributed test-bed emment in Panlab requires network connectivity
between different testing sites. The charactessticthese network interconnections depend on the
services to be performed and may be expressedrimstef bandwidth, general QoS and security
requirements. In the present context with “serviees refer to the set of testing sessions thatlman
performed in the Panlab network.

Resource provisioning addresses the possibilityotdrol and allocate the network resources needed
for providing testing services in Panlab. Provigign shall guarantee the specific network
requirements imposed by the provided services.

Different approaches to the QoS problem are pasdiot, fundamentally, we can distinguish two
main approaches and implementations in IP netwdmnkstnet model and a Managed Network model.

In the Internet model the inter-connected netwaska pure transport network that mainly serve to
provide end-to-end connectivity. The network caty dre over-provisioned so to that under all the
circumstances it is possible to avoid congestidris Model is attractive for its simplicity but withis
reference schema it isn't possible to achieve eraftl QO0S.

Conversely, the managed network model can be lasedferent implementations and it can impose
serious drawbacks both in term of complexity of tleéwork and also in terms of operational costs.

Depending on the nature of the services it may éeessary to enable QoS in the network. For
instance, it may be necessary to define precisganktrequirements at Transport layer in terms of
bandwidth, ensuring traffic link capacity under argngestion conditions; latency, losses, jittethwi
predictable network behaviour. Different possikEkt arise considering how stringent QoS
requirements are.

In practical situations, it is often required omtyprovide an acceptable bandwidth between ths site

and this requirement can be easily accomplishedusecbandwidth can be pre-provisioned so to be
adequate for supporting the foreseen traffic flosthese conditions the QoS parameters are not
severely considered. Anyway, with the evolutionte€hnology is deemed important to face the

general situation considering also QoS and secis@tyes and, therefore, taking into account an
evolutionary architecture that provides a geneshiton.

4.1 Reference standards

In this clause we describe the methods specifi@diGiN/IMS for resource provisioning.

To address the problem of resource provisioning utistributed test-bed environment it is deemed
important to establish a parallelism with the sols adopted in NGN/IMS networks when QoS shall
be established across heterogeneous domains. PANSthere is a clear separation between access
domain and core domain. Still now this problempemin the core domain. It implies inter-operator
reference points among distinct functional entiied interfaces. In fact, many solutions are aléela
but a viable solution is available only for the @ sections of the networks (both radio or xDSL
based). In these cases, due to the lack of resmuilmndwidth allocation shall be accurately
performed. The core domains are usually over-piowesd. Many studies have been carried for
controlling end-to-end QoS but practical solutian not usually available. Typically, bilateral
agreement between network providers allows establis traffic relationships considering
preconfigured bandwidth pipes between different dios

Referring to IMS/NGN architectures, we take in agttoa layered structure that resembles the
multimedia-over-IP architecture, based on the seijuar into:

Services layer
Transport layer

Besides ETSI TISPAN introduces a clear separatetivéen a pure IP connectivity interconnection
and a service-aware interconnection.

Two distinct interconnection models are considefede ETSI TS 282 001): Service-oriented
interconnection (Solx) and Connectivity orientetémeonnection (Colx).
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In the Solx case, the physical and logical linkofghe interconnected domains allows to implement
services using a control signalling that providefiraed levels of interoperability.
In the Colx case, the physical and logical linkafghe interconnected domains is based on a simple
IP connectivity irrespective of the levels of irdperability. This kind of interconnection is not ae
of the specific end-to-end service provision andrgatee only transport network performances.
As shown in Figure 7 - Solx Interconnection in TAP Solx interconnection is typically
characterized by the presence of two types of métion exchanged between the two interconnected
domains:
Service-related signalling information identifyinige requested end-to-end service. For
example, in case of IMS-to-IMS Solx interconnectitims is mapped to SIP signalling
(see the Ic reference point).

Transport information, which carries the beareffitra

Service-related signalling Information

Service Layer

Transport Information

Transport Layer

A

SolX NNI

Figure 7 - Solx Interconnection in TISPAN

According to TISPAN (see Figure 8 - IP Interconiattin TISPAN), the following functions are the
minimum required to perform interworking:

Interworking Function (IWF)

Interconnection Border Control Function (IBCF)
Resource and Admission Control Subsystem (RACS)
Border Gateway Function (BGF)
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Service Control
Subsystem

Other
networks

SERVICE LAYER

TRANSPORT LAYER

Transport Control (RACS)

Other
networks

Transfer Functions

Figure 8 - IP Interconnection in TISPAN

The Interconnection Border Control Function (IBGiéntrols the boundary between two operators’
domains. The functionality of the IBCF encompasses:

interaction with transport resources, through th&CB (Resource and Admission Control
Subsystem) (including NAPT and firewall functions);

insertion of the IWF in the signalling route whegpeopriate;

screening of signalling information based on solgestination, beyond what is already
performed inside each of the subsystems (e.g. &y HIG functionality of the I-CSCF for the
IMS core subsystem).

The Border Gateway Function (BGF) manages the anyroketween transport networks. The BGF is
a packet-to-packet gateway for user plane medifictrdhe BGF performs both policy enforcement
functions and NAPT functionality under control betPDF (Policy Decision Function) of the RACS.

For each admitted micro-flow, the PDF may instrtdle¢é BGF to apply policies (e.g. traffic-
conditioning filter) that limit the throughput dfi¢ flow to an admitted level indicated.

An NGN interconnection mode can be direct or inglireDirect interconnection refers to the

interconnection between two network domains withany intermediate network domain. Indirect

interconnection at one layer refers to the inteneation between two network domains with one or
more intermediate network domain(s) acting as traretworks. The intermediate network domain(s)
provide(s) transit functionality to the two otheatwork domains.

In the Panlab context it is necessary to considedisect connection.

Different interconnection modes may be used foryoag service layer signalling and media traffic
and ETSI TS 282 001 provides a taxonomy of theedkffit possibility.

The model that is taken into account is the onevehim Figure 9 - Indirect Interconnection with
transport layer intermediary.
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/ﬁ SODiNNI /ﬁ

Service Layer 1 Service Layer

RACS RACS RACS
Transport Layer Transport Layer I Transport Layer
Tra_lnspon . 1 Transport Transport
Processing Functions 1 Processing Functions j l Processing Functions
FJ ColX NNI CoIX NNI \. S/
Network#A Network#B

Transit Network

Figure 9 - Indirect Interconnection with transport layer intermediary

Interconnection at the RACS layer may be requiteds@ipporting reservation of aggregated transport
resources. This is not shown on the figures forstie of simplicity.

4.2 Approach for Panlab

The managed network model to be adopted in Pahl@bsovide the means for obtaining end-to-end
QoS on IP Networks on combinations of various nétwechnologies. These implementations shall
be based on standard signalling protocols for comcating the requirements among different
network resource controllers located in differeginanistrative domains. Therefore to achieve end-to-
end QoS implementation it is necessary to starhishgf the basic elements needed to build a complete
and efficient solution. This isn't really an eaagh considering that there is not a common vision o
this argument.

We need preliminarily to consider that servicesiamglemented traversing multiple networks, which

may belong to different network providers and malse of different transport technologies and

implement different QoS solutions (MPLS, DiffSetatServ, etc.). Therefore the reference control
architecture shall be both transport-independedtsamvice-independent. In this model QoS may be
provided either by explicit management of QoS am ¢bhnsecutive networks, or by provisioning, or

also a combination of them.

Usually, we think of isolated domains, this is ttase of a test bed, whose communication is allowed
by using border controllers performing also NAT dtions. This is a walled-garden approach simple
to introduce, derived from the present structuréheftelephone network where each operator domains
is interfaced to the others with well defined refese points. This is objectively a clear architeadtu
model but can introduce limitations in implementsegvices across different domains.

The multi-layered architecture in Panlab can beodgmwsed (Figure 10 — Layers of multimedia
architecture) in:

Support Layer

Test-bed layer with a:
Control Layer
Transport Layer.

This layered decomposition aims at reusing conakptady developed in 3GPP and TISPAN network
architectures.
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Support Layer

PTM PTM™

— T2
, Connelctivity ‘
e O e IGW|

‘ 11 Panlab testbed

Panlab testbed —
Transport Layer a

(R
Figure 10 — Layers of multimedia architecture

Specifically, in Panlab we have Teagle at the Sctdpayer.
A control layer is implemented by the PTMs.
The transport layer consists of the network inftagtre for forwarding the IP datagrams.

Connectivity between two testbeds will be usuaihpiemented with a VPN. A VPN connection will
be setup between couples of interconnected sites.

While it is deemed necessary to replicate the mandrigure 9 - Indirect Interconnection with

transport layer intermediary, we consider herengbfied model that is based only on the Colx NNI.
This is due to the fact that the implementationtioé Solx NNI implies introducing specific

requirements in the IGW. The IGW should providechions equivalent to a IBCF or it shall be able
to provide the functions provided by a I-BGF cotiew by an external IBCF. It is instead necessary t
avoid particular characterization of the IGW in erdto cover all the possible interconnection
scenarios.

42.1 Functional entities

Teagle is the functional entity that controls the res@uprovisioning for a given service. Teagle
provides requests that are transferred to the RI8ifg) the T1 interface.

A resource reservation related to a testing scenianolves providing the network connections
between sites for carrying multiple media flowsy(emultiple audio and/or video stream, signalling,
management). The resource management model suppotirce management services at the level of
a testing application. This implies support forledlive reservation, release, and modification of
resource requirements for all the media flows bHeddng to the testing session.

The PTM shall providea PDF (Policy Decision Function). This functional entity responsible for
resource and admission control and it is respoasibl the final decision related to resource
provisioning requests, in terms of network resouneehe basis of the policy rules established lier t
specific testbed. PDF takes into account bothrtfeemation on the interconnection service required
and resource availability checking results. The Hiiction shall be independent from transport
technology.

The IGW is a packet-to-packet gateway for user plane méditiic, performing both policy
enforcement functions and NAT functions..

The actions performed are the following:
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QoS policy control and enforcement with packet nmayk(resource allocation and
policing of uplink and downlink traffic);

Gate control: the IGW shall be able to open andeline gate for specific media flows
during the testing session (the closing of the ghies not involve the release of the
bandwidth resources);

Address/protocol translation between IP realms;
Usage metering.
There may be one or multiple IGW to interconnechwither core networks.

The IGW may take the role of Customer Edge in a VRICE device, at the border of the test-bed,
connects to the external network (to Provided H&#6 devices).

It is important to define if the CE is aware or wbéthe VPN. In fact, in the latter case the VPNyma
be configured on the PE.

In the present context we don’t consider netwodvgter-provisioned VPNs.

Considering the TISPAN architecture, in Panlab,Rfi#&1 takes the role of the resource and admission
control subsystem while the IGW takes the role GFB

It is possible to think of PDF instances, hosteddifferent sites and interconnected each other.
Nevertheless, it is requested that TEAGLE contdwsdifferent PTM entities involved in a service
scenario controlling end-to-end availability of wetk resources. Is is also requested to avoid
realizing an interconnection between different IGW§tances communicating through the reference
point I1 to check the edge-to-edge resource avhiiab

4.2.2 T1 Reference Point

This reference point between Teagle and the PTbWallthe exchange of policy set-up information
needed for resource authorization and reservation.

It supports the exchange of information neededrfgplementing a PDF in PTM that shall perform
resource allocation.

The PDF, within the PTM, will perform admission ¢ah, resource allocation and resource
enforcement by cooperating with different functibaatities. Therefore a single request to the PDF
will generate a series of requests to the elenierite testbed and specifically to the IGW.

The content of the request/response exchangedttowdrl reference point shall reflect this situation
Therefore the functional requirements are a contlbnaof the requirements of the lower layer
elements. Anyway, it is important to remark therdagation features performed from the PDF so that
for the Teagle it is possible to make use of alsingguest without considering the set of intecai
that the PDF shall perform with the other invoheadities.

Considering the Information Elements exchanged twerinterface they can be mapped either by an
exact equivalence or by a format adaptations t@ki@ents over the interfaces at the lower layer.

A limited set of parameters can assume a diffar@dning in the different usage context. An example
can be a “Class of Service” parameter. In this theesalue provided at the T1 reference point @an b
transformed in a series of parameters that carsee at the transport level.

423 T2 Reference Point

This reference point between PTM and the IGW allties exchange of policy set-up information
needed for resource authorization and reservation.

It supports the exchange of information needednfiplementing the IGW function.

This reference points shall be further detailed.

4231 Modelling the network

The connectivity network domain can be logicallydeled on behalf of the Support Layer without
considering the complexity of the physical confagion. This simplified model, for instance, can
derive from the application of the MPLS-TE techrégu
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Therefore, it is possible to setup a number of eations (VPN connections) between end points in
the network, each of them represented by an IGWkiwg in conjunction with the underlying
network infrastructure. Once such a connectionb®@en created; the IGWs may admit traffic on it.
The connections represent also bandwidth pipesigirvan aggregate reservation with bandwidth
capacity to carry many sessions.

The VPN connections may be:
Site-to-site
Multipoint-to-multipoint.
It is necessary also to define the kind of VPN #fatll be provided, distinguishing:
Trusted VPNs:
Secure VPN,
Hybrid (both trusted and secure).
Different protocols and technologies can be usqudeision site-to-site VPNs, such as:

IPsec: to protect IP traffic between sites whefficrdransits in an intervening network.
IPsec uses tunnels that shall be configured on&ees;

GRE (Generic Routing Encapsulation): to construeshels between CE devices:

L2TPv3;

IEEE 802.1Q tunnelling;

MPLS LSPs

etc.
Core routers are not taken into account, and theehaescribes only the IGWs and the logical trunks
provisioned between them with the related provistbhandwidth.
The decision for the number of pipes reserved hadandwidth of each pipe is effectively a network

engineering decision. It is possible for the catyaaf these pipes to be varied over time according
actual network load.

4.2.3.2 Address translation

When address translation is performed at the bastithe test-bed it is necessary to implement an
Application Level Gateway (ALG) function. In theSIPAN architecture this function is performed by
IBCF.

The problem is related to the signalling messalgaisdontain address information. For instance, when
establishing a SIP session, SIP messages conwiS descriptors with the addresses used for
exchanging media flows using RTP/RTCP. If addremssiation is performed, these addresses are not
valid unless they are adjusted with ALG in orderréflect the actual situation. With reference to
Figure 11 — Correlation between signalling and medformation, we can highlight that signalling
messages carries addresses used for media tranHptrese addresses are changed, signalling
information is not valid.

Signalling Information

Service Layer T

Inner Outer
network IGW network

Media Information

Transport Layer =
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Figure 11 — Correlation between signalling and mediinformation

Therefore, it is necessary to correlate the prowisif address translation so to ensure that infoboma
carried by signalling messages is correct.

In order to guarantee the maximum degree of ipenability address translation should be avoided.
The suggested method is to open gates on the |@Ws alow the exchange of IP data packets only
when the source and the destinations belongsisb &f lcouples (source domain, destination domain).

4.2.3.3 Setting up the network

Whenever it is necessary to implement network comoes it is necessary to individuate the specific
QoS and security requirements that may be reatfgrdint depending on the nature of the services to
be performed.

Resource reservation is made before starting gtes¢éssion. The procedure is initiated from Teagle.

On receiving a request to reserve resources betweéined points of the network, Teagle is
responsible for identifying suitable paths throtigé network and ensuring that resources are al&ilab
to carry the media flows requested according tdrdd&ic model over the selected paths.

Having determined that there are sufficient resesito carry the flows within the network, the Teagl|
individuates the PTMs.

On receiving Teagle requests the PTMs will instthetIGWs to:

reserve capacity for the media flows: after théhpaare established it shall be not
necessary to request resources from the undenghgork on a per flow basis because
of aggregate reservations. Besides, due to theenafuthe connectivity network, it is
possible to avoid a dynamic bandwidth managemesmtfopning a quasi-static
provisioning.

Define routing and addressing;

Set security parameters: Usually it is requestadttie traffic is carried over secure VPN.
The security properties must be agreed to by atigzin the VPN. Secure VPNs may
have one or more tunnels, and each tunnel has madpoits. The PTM of each of the
two endpoints for each tunnel must define commanirsty properties for the tunnel.

The main functions to perform are the following:

determinate if a new VPN connection can be estadisaccording to QoS requirements
of the testing session;

individuate characteristics of the network conrmtti(e.g. bandwidth, QoS classes
preferences);

verify if the QoS classes preferences can be ledfigiven the present level of resource
availability;

determinate the test-beds involved in network cotivigy;
Maintain aggregate "QoS bearers" or "bandwidth gisetween test-beds.

4234 PTM: PDF actions

The PDF can install (push) a policy decision onlt&/. Another possibility is that the IGW requests
(pull) a policy decision from the PDF. Considerihg chosen policy model only the push scenario is
appropriate.

Therefore, the following functions are requestethtoPDF:
Authenticate and verify resource provisioning mgesacoming from Teagle
Process resource provisioning messages based -giefomed policy rules

Resolve the correct identity of the transport neknalements (IGWs) to which policy is
to be pushed

Communicate policy decisions and other messagesedgavith these network elements
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Provide the results to Teagle

The PDF may perform the following additional fuocts:
Track resource usage based on internally-maintaitedd information (e.g., timers)
Track authorized resources on per-user, per-serrcggregate basis

The PDF shall be able to keep tracking and syndedhe resource control session status through the
interface in support of recovery and operationfidrimation statistics and auditing.

4235 Bandwidth

The connectivity networks shall not be afflictedmshortage of bandwidth. On the contrary theylshal
be normally over-provisioned to assure some kin@@$. This solution works although it is normally
blamed because over provisioning is the easiesirasmime cases the cheapest response to the need of
QoS. Besides, for core networks, consolidated t@oigies like DiffServ and MPLS are available with
their improvements: DiffServ-aware-MPLS, trafficggmeering, etc.

As an example, according to specific tests perfdrinefield, the over provisioning of a backbone
with 95-Percentile (5-min average Load) <= 50% L{oker provisioning >= 2) gives zero packets
lost and 100% jitter under 703.

Also if some risks could remain, the example dertratss that a practical approach to QoS could be
the starting point to build a reliable basis on athit’'s possible to start to deploy more complex
solution.

QoS for a service can be provided in different ways
Over-provisioning of transport resources without admission control.

Having an Admission Control (AC) function that caccept or reject the service

according to the current availability of transplarger resources. The usefulness of an AC
function is greater when multimedia services make of a richer set of codec and

include video flows with higher bandwidth. In thisise the over-provisioning of the

network is less economically viable.

The approach that should be taken for interconngdtvo testbed is based on the pre-provisioning of
a one or more bandwidth pipes on a per-aggregaie batween different testbeds.

This means that different flows can be forwardetbsese a specific bandwidth pipe.

4.2.3.6 State Maintenance

As far the Resource provisioning State Maintenas@®nsidered, it is possible to deploy the PDF as
stateful or stateless element. The approach prdpses® consider the stateful approach. In thiecas
the PDF shall maintain the resource provisioniregestThis is possible by using either soft-state or
hard-state approaches.

The “soft-state” approach is the case in whichaittet state “times out” and is removed unless it is
periodically “refreshed” by the a new signallingjuest from the entity that initially installed thtate.
Un-refreshed states will eventually time out, anyvem explicit state removal signalling request is
provided. This approach is important in order wefaystem crashes or other anomalies.

The “Hard-state” approach takes the converse apprta soft state and the installed state remains
installed unless explicitly removed by the rece&ipt state-teardown message from the state-installe
Since state remains installed unless explicitlyaesd, hard-state signalling requires a mechanism to
realign the systems after failures.

For maintaining soft-state information a Reservatitolding Time specifies the time limitation in
support of abnormal recovery.

4.2.3.7 Network failures

In the event that the underlying network sufferfaidure and can no longer honour the aggregate
reservations (bandwidth pipes) the PTM that owmsrdsource shall be informed by the underlying
network entity. The PTM shall identify the set aihamitted media flows impacted by the failure and
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determine whether the committed traffic now excabdsavailable bandwidth. If the committed flows
to the bandwidth pipe exceed the resources of #melwidth pipe, the PTM shall identify a set of
flows to be deleted such that the bandwidth ofrdmaaining committed flows again falls within the
available bandwidth of the bandwidth pipe.

4.2.4 Resource provisioning messages exchanged over tieéerence point

This section describes the messages (namely regaedt responses) exchanged over the reference
point.

The reference point supports the exchange of flevimg messages:

Resource Provision Request: Teagle shall be ableeqoest the PDF the resource
authorization and allocation per-aggregate of flows

Re-provisioning Request: Teagle shall be able tguest to modify the resource
authorization and allocation per-aggregate of flows

Termination Request: Teagle shall be able to regimes PDF to release the resource
authorization and allocation.

Responses: The PDF shall be able to respond tqueeseor confirm a command from
Teagle.

Notifications: The PDF shall be able to notify tieguired information to Teagle.
The following notifications are required:

a notification is provided to Teagle in the casat the PDF determines that the bearer is
lost or resources released for some reason.

resource usage information.

4241 Resource Provisioning Request

This message is the initial request sent from Teedgl the PTM-PDF so to initiate a Resource
Provisioning session. Depending on the resour@rrason mode desired, a single resource initiation
request may be used for Authorization only or Restésn only or Commitment only or some
combination of the above.

The requests consist of:
Application Identifier
Resource Provisioning Session ldentifier
Global IP Address Information
Resource Request Priority (Optional)
Reservation Holding Time (Optional)
Resource Control Session Information (Optional)
Dynamic firewall working mode (Optional)
Charging correlation information (Optional)
Virtual Connection Profile
Resource Reservation Mode (Optional)
Bearer Event Notification Information (Optional)
NAPT Control and NAT Traversal (Conditional)

4.2.4.2 Resource Provisioning Response
This message is sent by PDF to confirm the infiathorization request from Teagle.
It consists of:

Application Identifier
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Resource Provisioning Session ldentifier

Reservation Holding Time (Optional)

Resource Control Session Information (Optional)
Resource Request Result

Virtual Connection Profile (Optional)

NAPT Control and NAT Traversal Response (Optional)

4.2.4.3 Resource Madification Request

This message is sent by Teagle to request themsawodification of an established session to PDF
and it shall not confuse with the Re-Authorizati@guest message (a.k.a. RAR) that is used in the
3GPP Gqg and TISPAN Gq' interfaces. In that caseRA& message refers to messages sent by the
SPDF to the AF in order to indicate a specificatiie.g. indication of bearer loss).

The session state can be retrieved with the Resdootrol Session Information provided by Teagle
if a stateless PDF is used.

4244 Resource Maodification Response

This message is sent by PDF to confirm the resauamification request from Teagle.
The information elements are same as ResourcatlaitiResponse.

4.2.4.5 Resource Provisioning Action Request

This message is sent by PDF to request a spea#fsolrce Provisioning action (e.g. retrieving the
service information) for an established sessioheagle as needed.

It consists of:
Application Identifier
Resource Provisioning Session ldentifier
Resource Control Session Information (Optional)
Dynamic firewall working mode (Optional)
Virtual Connection Profile
Bearer Event Notification Information (Optional)
NAPT Control and NAT Traversal Request (Conditignal

4.2.4.6 Resource Provisioning Action Response

This message is sent by Teagle to confirm the agofethe specific action and provide the service
information to PDF as needed.

It consists of:
Application Identifier
Resource Provisioning Session ldentifier
Resource Control Session Information (Optional)
Dynamic firewall working mode (Optional)
Virtual Connection Profile (Optional)
Bearer Event Notification Information (Optional)
NAPT Control and NAT Traversal Response (Conditipna

4247 Resource Notification

This message is sent by PDF to notify Teagle obteaer resource events.
It consists of:
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Application Identifier

Resource Provisioning Session ldentifier
Resource Control Session Information (Optional)
Dynamic firewall working mode (Optional)
Virtual Connection Profile

Bearer Event Notification Information (Optional)

4.2.4.8 Termination Request

This message is sent by Teagle to request thertatiom of a Resource Provisioning session. Ités th
request for releasing the resources for an estaalisession or individual media flow to PDF.

The resource release can be session based, fl@gssd a wildcard is used to indicate the relefse
all of sessions related to this client. When a estjis received, all of relevant resource is reldas
including the bearer event notification settings.

It consists of:
Application Identifier
Resource Provisioning Session ldentifier
Ressource Request Client Information (Optional)
Resource Control Session Information (Optional)
Dynamic firewall working mode (Optional)
Virtual Connection Profile

4.2.4.9 Termination Response
This message is sent by PDF to confirm the tern@inadr resource release request from Teagle.
It consists of:

Application Identifier

Resource Provisioning Session ldentifier

Ressource Request Client Information (Optional)

Resource Control Session Information (Optional)

Resource Request Result

4.2.4.10 Abort Resource Request

This message is sent by PDF to indicate the losdl aesources for established sessions to Teagle.
One Abort request may carry the indication of npl#tisessions.

It consists of:
Application Identifier
Resource Provisioning Session ldentifier
Resource Control Session Information (Optional)
Timestamp
Reason

4.2.4.11 Abort Resource Response
This message is sent by Teagle to confirm the resabort request.
It consists of:

Application Identifier

Resource Provisioning Session ldentifier
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Resource Control Session Information (Optional)
4.2.5 Information Elements

4251 Application Identifier

This identifier is a globally unique identifier fone instance of service control that is requestirey
operation.

4.25.2 Resource Provisioning Session Identifier

An identifier for the session that may be composkdultiple media flows requesting the resource
reservation.

4253 Global IP Address Information

A set of IP address information for identifying tagsociated network where the application nodes are
attached. It can be used for locating the “useraloithat is requesting the transport resource.

The information considered is the following:
List of Unique IP addresses: The IP address fartifyéng the subscriber.
List of Address Realms: The addressing domain effhaddresses (e.g. Subnet prefix or

VPN ID).
4254 Resource Request Client Information

This is a set of information sub-elements for thent of Resource Provisioning service.
The information provided is the Client Name, whisha local identifier for the client requesting the

resource control.
4255 Resource Request Priority
The priority level of resource control request

4.2.5.6 Reservation Holding Time

This is the value of time interval for which thesoerrce are reserved, requested by Teagle or granted
by PDF per the information message.

4.2.5.7 Resource Control Session Information

This is an optional Information Element to be usaly for stateless PDF implementation.

The resource control session information is usedléwiving the session state and other information
only when a stateless PDF is deployed and only éhdscal significance between the PDF and
pertinent parties.

4.2.5.8 Dynamic firewall working mode

Service information for dynamic firewall working e selection (e.g., security level.)

4259 Charging correlation Information

The Teagle and PDF may exchange charging correlatiormation, including resource usage
information, such as charging ID.

4.2.5.10 Virtual connection profile

A Virtual Connection Profile is a set of informatisub-elements for a connection:
Virtual Connection Number: An identifier for theromection.
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Type of Service: Indication of service type for ttennection (e.g. voice bearer, video
telephony, and streaming video) which transportgegpte traffic that may be composed
of data flows and control flows (e.g. RTP and RTo®Rs for a call).

Class of Service (Optional): The application sexwtass for the media, which is of local
significance between the resource request cliedtRIDF (e.g. multimedia — first class)
and is to be converted to the network service class

Security parameter (Optional): Information for sejtsecure VPN connections
Priority (Optional): Information for priority hanitig

Media Flows Description (Optional): A set of addital parameters individuating media
flows transported with the connection.

A Media Flows Description is a set of parameterslie individual media flows within a connection:

Flow direction: Direction of the media flow (in->gwut->in, bidirectional), where "in"
refers to inside the core network so that "out->eférs to the direction towards the core
network.

Flow Number: An identifier for the individual mediaw within a media session
Gate Status: Indication of enabled or disabledistfiir a media flow

Protocol Version: The Version of Source and defitnaunicast network address
protocol (e.g. IPv4 and IPv6).

IP Addresses/Domains: The source and destinatiovonie addresses/Domains.

Ports: The source and destination port numberg.rBoges shall be supported (e.g. two
consecutive ports for RTP, RTCP).

Protocol Number: The protocol ID (e.g. UDP, TCP)etc

Bandwidth: The requested maximum bandwidth. Thetrepsn and downstream BW
should be provided separately.

This is an upper limit on the amount of resourcg.(®andwidth, Class of Service) that may be
authorized, reserved and committed.

The Available Resource Information is an optionabability that allows PDF to provide the
maximum available resource information to the retpre(e.g. bandwidth, Class of Service) if the
requested resource cannot be permitted.

4.25.11 Resource Reservation Mode

Resource management can be performed with a:

Single-stage model: reserved resources are immaddiavailable upon successful
reservation

Two-stage reserve-commit model
Authorize-reserve-commit model
Therefore the indication of resource reservatiolenshall be one of the following:
non-reservation,
reservation only or
reservation + commitment

425.12 Bearer Event Notification

The Information Element contains a set of informatisub-elements specifying the request for
notification of a transport layer event or the fictition of the event. This Information Elements
assumes a different meaning if used in a messagetfre AF (Teagle) to the PDF and vice versa.

In the messages sent from the AF (Teagle) to the: PD
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Service Information Request: This value shall bedushen the PDF requests the service
information from the AF for the bearer event, atigates that the AF requests the PDF to
demand service information at each bearer authmiza

Bearer Loss Indicator: subscription for the noéfion of the bearer loss events;
Bearer Recovery Indicator: subscription for therbeaecovery events;
Bearer Release Indicator: subscription for the d&re@lease events.

In the messages sent from the PDF to the AF:

Bearer Loss Indication: notification of a bearesdaevent to AF (this event shall be
detected by the IGW and it corresponds to a datd@edwidth value of 0 kbps);

Bearer Recovery Indicator: notification of a beammovery event to AF (this event shall
be detected by the IGW and it corresponds to actimtebandwidth value passing from
kbps to another value);

Bearer Release Indicator: notification of a beaefrase event.

4.25.13 NAPT Control and NAT Traversal (Conditional)

A set of information sub-elements indicating thesence of near-end and/or far-end NAPTs
The events of NAPT control and NAT traversal arematual exclusive.

They can be used in the same information message.

The information exchanged is different for the resjuand the response.

In case of request:

Address Binding Information Request: The Teagle meguest for the network address
and port translation information in support of éard NAT Traversal

Indication of the presence of far-end NAT traver3éle PDF shall be able to indicate the
need of the NAPT information (e.g., address latghim support of far-end NAT
traversal

Indication of the presence of near-end NAT traverBae PDF shall be able to indicate
the deployment of near-end NAT to Teagle for mddifyapplication signalling message
body (Optional).

In case of response:

Address Binding Information Response: The PDF mexjopm the NAPT control, obtain
the address binding information, and request thaglEeto modify signalling messages
accordingly based on network address hiding pal&gision.

Indication to the PDF for the confirmation of theed of far-end NAT traversal

Whenever it is requested to modify signalling mgssaaccording to the network address hiding
policy it is necessary to introduce an Applicatibevel Gateway function on both sides of the
network.

42514 Resource Request Result
Indication of the result for a resource requestiéition, modification, release).

4.25.15 Timestamp
This is the time when the resources were lost.

4.25.16 Reason

Information of the cause for an event (e.g. Abodrg)
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) Site Transport Management

51 Overview

In this clause we depict Site Transport Managerasndefined by PIl. Site Transport Management
(SiteTrMgmt) realizes Virtual Customer Testbeds TYCand defines mappings of virtual test
networking environments to the underlying transpettvorks available. Panlab’s SiteTrMgmt acts as
a convergence layer to adapt the heterogeneityaoport infrastructure to the Panlab framework.
Note that SiteTrMgmt focuses on test site inteamadnectivity; control of links and virtual networks
spanning multiple test sites is out of scope.

A common interface is defined towards PII's higlefer control and orchestration logic that absgact
details of the underlying transport networks wisilid preserving access to transport network specif

details. SiteTrMgmt should allow integration of iwdry transport networks and consequently, for
each transport network technology dedicated subergence layers are required for adaptation.

A detailed description of the services offered bgnlgb’s SiteTrMgmt is available in the
accompanying deliverable D2.3.

5.1.1 SiteTrMgmt Requirements

SiteTrMgmt defines services usable by Panlab’s érigayer orchestration logic to create VCTs. In
particular, Panlab’s Site Transport Management éwmork must deal with the following
requirements.

Enable PIl to manage arbitrary transport networksitransport agnostic manner (where
applicable) without hindering PII to access trams@pecific parameters (if required). PII

utilizes a higher layer transport agnostic loginatwork description of Virtual Customer

Testbeds (VCT) that is mapped to the underlyinggpart infrastructure by the SiteTrMgmt.

The SiteTrMgmt convergence layer must split a V@io isuitable Virtual Customer Links

(VCL) and map these to the underlying transporaistfucture.

Due to the privacy and security requirements defimedeliverable D2.1 each testing session
must be executed in a private virtual environmesgparated from other testing sessions
conducted in parallel and thus, ensuring an apjateplevel of confidentiality for all testing
parties. When mapping Virtual Customer TestbedsT)V® a physical transport substrate
Panlab’s SiteTrMgmt must ensure a proper levelealsty either by physically or logically
separating testing sessions executed in parailelddlition customers must be refused to alter
VCT mappings by changing configuration parametdrghe physical transport substrate.
Therefore, test site provider and Panlab mustljoiesure a proper security policy for the
transport network devices (e.g. securing acceswitches, routers, etc.).

A customer may have defined QoS related constréan@n end-to-end path between a pair of
remote testing resources in a VCT. The physicdhmtgtions of all VCLs defined in a VCT
must fulfil these customer defined constraints.odal test site transport network provides a
sub-path of the overall end-to-end path connedinpgir of resources, and therefore, it must
support the required service level agreement of eéhd-to-end path. The SiteTrMgmt
framework must take into account the QoS capadsliof the underlying transport networks
when making a VCL mapping decision.

The SiteTrMgmt framework uses services offered ey ainderlying transport substrates to
realize physical instances for VCLs. The SiteTrMdramework must comprise sub-network

convergence layers to control the services of thdetying transport substrates via their

native UNI. For Ethernet like services, the Metrihdtnet Forum has defined an enhanced
framework for creation of Ethernet Virtual Conneas (EVC for P2P connections) and

Ethernet Virtual LANs (EVL for MP2MP connectionsfonsequently, such sub-network

convergence layers must be realized for any diftetdNIl defined. Regarding Ethernet

networks, besides a MEF compliant UNI, a legacyeHEtht transport networks may also be
used for creating VLANSs as VLC instances usingdgimentary and simplified model.
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Support for user defined connectivity paradigms inbes available. Customers may require
specific connectivity between a pair of remoteitgstesources located on different layers of
the ISO/OSI stack, e.g. a direct link for Etherfraimes or direct switching of dedicated
wavelengths. Encapsulation and tunnelling is preditdy dedicated edge nodes in the Panlab
framework known as Interconnection Gateways. H#re, SiteTrMgmt provides a suitable
link between the host resource and the encapsylatige node. Note that a distributed testbed
may comprise customer controlled connections beatvwest resources that are out of scope of
Panlab’s SiteTrMgmt and consequently, must be ganéid manually by the customer.

The SiteTrMgmt framework should allow automated ldgment of VCT mappings on the
physical transport network. Any transport netwoepldyed at a testing site and implementing
the control interface as defined in this sectioouth allow automated deployment of VCTs.

51.2 SiteTrMgmt and E2E Link Provisioning

Typically, Virtual Customer Testbeds will span nipli testing sites connecting distributed resources
with each other. Consequently, end-to-end links iotual LANS) between resources may span
multiple test sites. Such internetworking betweest tsites is based on forwarding and tunnelling
services provided by Interconnection Gateways m Banlab architecture. From the SiteTrMgmt
framework’s perspective, an IGW defines an endpaimilar to any other host resource. Control of an
IGW'’s services to build a SLA compliant end-to-dimtk spanning multiple distributed test sites i$ ou
of scope of the SiteTrMgmt.

Editor’'s note: This functionality (calling an IGW'services to setup and teardown dedicated inter-
connects between test sites) must be defined separkh seems that WP2 and WP3 have agreed to
control this setup in WP3’s core orchestration ogi

Panlab compliant site transport networks conveffitraf a dedicated type either between resources
located within the same site or between a locabue® and an IGW providing tunnelling and
encapsulation services. Such edge nodes like e @y provide further encapsulation services like
Layer3-based VPNs (like IPsec), Pseudo Wire Enanattdge-to-Edge (PWES3) (for transferring
different frame types between test sites like Etgernet frames or SONET/SDH), or attach direaily t
enhanced transport networks (e.g. optical netwddksgpanning the distance between local and target
test site.

The capabilities of these edge nodes define thestyyd end-to-end link emulation available to a
customer. A site transport substrate focuses orptbeisioning of connectivity between the local
resource and the encapsulating edge node. Howskiether a specific transport substrate is suitable
for realizing an end-to-end connection depends hen édge node capabilities and attached long-
distance transport networks. Consequently, Plingsfia control entity that controls the entire emd-t
end path setup process by interacting and quergfirgcapabilities of edge nodes and transport
substrates.

51.3 VCT Scheduling

Distributed testbeds are ephemeral in natureall @esources allocated for a dedicated testingises
are released once the testing period has elapsed.

SiteTrMgmt provides a reservation service for tbeal test site for coordination of time dependent
resource allocation requests.

SiteTrMgmt comprises a functional entity for adrivsscontrol that contains the connectivity matrix
(connectivity options) for all host resources, fidl knowledge about topology, link capacitiesdan
assigned bandwidth.

A reservation obtained by Panlab’s higher layereclmgic and ensured by SiteTrMgmt must be
realized at the negotiated testing session dateveler, in case of a failure e.g. due to hardware
failures or outages, SiteTrMgmt should try to reeotraffic and to fulfil the requested service leve
agreement by remapping the affected VCL.
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The core logic must be able to handle error comustieither by indicating the incident to the custom
or by recalculating the testing session (e.g. oeation of a different host resource) and condgcéin
new reservation.

Reliability of the reservation service depends lom ppolicies for the allocating of residual bandwidt
to individual sessions applied by the admissiontrobrfunctional entity. SiteTrMgmt allows the
Panlab core logic access to these parametersén wraninimize the probability of failed reservaitso

5.1.4 Prerequisites and Functional Entities

In order to provide its services, SiteTrMgmt maiingathe following databases:
A list of available transport networks in the lotest site.

A connectivity matrix depicting all physical hostspurces including their NICs and their
actual attachments to transport networks’ attaclipeints.

A database storing reservations for dedicated phalbnks including time information.
In order to provide its services, SiteTrMgmt maiingathe following functional entities (FE):

An admission control FE maintains time-dependesemations of physical resources and
their mapping to VCLs over all available transpoetworks. It stores dynamic parameters
(allocated amount of bandwidth per test sessiorpégdical link).

A topology FE supports the admission control FEneintaining the topology of all transport
networks in the local test site. It stores statitameters (e.g. bandwidth per physical link,
queue length, etc.).

SiteTrMgmt defines two sub-functions for discoverimecessary information regarding:
Transport networks,
Physical links within transport networks,
And available host resource attachments to trahstworks.

5.2 Overview of SiteTrMgmt Services

521 Discovery service

The discovery service supports Panlab’s higherrlay®ities to determine connectivity options
between a set of host resources.

A VCT comprises a set of VCLs (as MP2MP links =twal logical LANs). For a VCL multiple
connectivity options may co-exist in parallel usdifferent transport substrates. The discoveryiserv
supports Panlab’s core logic in determining whethepecific set of host resources can be connected
following all additional constraints like servicevel agreements or specific user requirements for
connectivity (layer 1, 2, 3 type of connectivity).

Note that this service is limited to a local teigt.sSEnd-to-end services are handled by Panlal’s co
logic and are out of scope of SiteTrMgmt.

SiteTrMgmt assigns all physical VCT mappings a ueiqdentifier for storage and later retrieval.
When communicating to the SiteTrMgmt the core lagiast use the mapping identifier for reference
purposes.

SiteTrMgmt sends a reply to an incoming discovequest either indicating that at least one mapping
is available fulfilling all constraints or a faikewr

The physical VCT mapping may be used by the coggcldo either make a reservation or to
reformulate its discovery request.
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During discovery phase, no physical resources lbveaded to a testing session, i.e. identical resesi
may be used within two discovery requests receye&iteTrMgmt in parallel. Service using higher
layers must be enabled to deal with a situationrevlaereservation for a mapping obtained during an
imminent preceding discovery cannot be realizedtdwerace condition.

A physical VCT mapping as defined during the digsagvphase is independent from any timing
constraints.

All physical VCT mappings are stored for a dedidatiening period by SiteTrMgmt for later reuse.
This information is a soft-state entity and becoimealidated once the accompanying timer expires.
This timer is configurable per VCT mapping via Jitelgmt’'s management entity.

Higher layer entities may create an arbitrary numidfephysical VCT mappings in the SiteTrMgmt
database.

52.2 Reservation service

Due to the ephemeral nature of VCTs, an agreenoemat physical instantiation of a VCT is bound to a
specific time period. This contradicts with comnammission control and resource allocation schemes
that are aiming towards management of imminentcation. SiteTrMgmt provides a transport
agnostic resource allocation scheme to Panlab’'s oozhestration logic aware of testing sessions’
schedules.

The reservation service allows higher layers taallt reserve a physical VCT mapping for a
dedicated time period. Here, physical resourcesabioeated in a fixed manner to a testing session.
SiteTrMgmt ensures avoidance of collisions amorripua reservations. If a reservation has blocked a
resource, other reservations for the same timegeamd resource will fail.

SiteTrMgmt maintains a database stheduled VCT mappingsnd assigned physical resources.

SiteTrMgmt supports higher layer entities to deieenwhether a specific VCT mapping reservation

will succeed or fail for a specific time period.y®&d a scheduled testing session period the pHysica
VCT mapping becomes invalid and all assigned trarispetwork resources may be allocated to

another testing session.

All scheduled VCT mappings are assigned a uniqeetifier. Note that this identifier is different
from the identifier used for referring to VCT mapgs with no timing reference. This identifier must
be used by higher layer entities to refer to thisesluled VCT mapping for all subsequent commands.

5.2.3 Provisioning service

The provisioning service is used to actually de@gyhysical VCT mapping. The provisioning service
IS triggered by a higher layer entity at the nesgetdl time. The provisioning service reads the aysi
VCT mapping from its local database and allocatesagreed resources accordingly. SiteTrMgmt
contains a number of convergence layers to handigable transport networks and to encapsulate all
details of the native UNIs.

The final outcome of this provisioning phase isi¢ated to the higher layer entity that actually mad
the reservation. A scheduled VCT mapping storeSit@TrMgmt’'s database must contain an identifier
for this higher layer entity enabling SiteTrMgmtdontact the calling entity.

A provisioning may fail due to hardware outagesth@i intentionally or unintentionally). If
SiteTrMgmt detects a failure, it should attemptealize the scheduled VCT mapping with alternative
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resources. It should send a notification to theh&iglayer entity whether such a spontaneous
reconfiguration is successful or not.

When a higher layer misses to actually trigger al'M@apping provisioning SiteTrMgmt will not
deploy the VCT and may assign all resources reddoreother purposes.

5.2.4 Monitoring service
The monitoring service supports higher layer esgitin documenting a testing session by creating
traces or observing actual service level conditions

The monitoring service may allow higher layer eesitdefinition of trace points depending on the
adopted transport substrate.

When plain connectivity is required IETF based nmnmg frameworks may be adopted (see D2.2
Section 6 for details regarding the IPfix frameworka Ethernet based networks the monitoring
service may offer tracing via dedicated monitofxogts at user defined trace points in a VCL.

The monitoring service should allow definition ohde points at arbitrary measurement points in the
physical VCT mapping. SiteTrMgmt may define measwest functionality to supervise service level
agreements. In addition, SiteTrMgmt should use senvices offered by the underlying transport
substrates for service monitoring. When SiteTrMgetiects a variation in the negotiated service level
agreements (either by self-conducted measurementgpan notification received by a transport
substrate), it must send a notification to the aiglyer entity indicating the failure. Self-monitw
functionality in SiteTrMgmt is for further study.

Note that this monitoring service is solely used Fanlab internal monitoring, fault detection and

performance measurement for the underlying tramspabstrates. Customers may define own
monitoring functionality within their VCT to condufurther service measurements independent from
SiteTrMgmt.

5.3 Support Functionality
The following support functionality is defined f8ite TrMgmt.

531 Transport network discovery function

SiteTrMgmt maintains a database of all availabdmgport substrates in the local test site. It @sfin
two registration procedures to gain knowledge alibatavailability of transport substrates and to
create newransport network descriptors

Type 1 registration covers manual registration whasport network.

Type 2 registration is an automated process usi@gdémmunication subsystem of the Panlab
Testbed Manager to detect and register existingspart networks. The PTM communication
subsystem is used to query a found transport nktfeoiits capabilities.

A transport network resource entry is defined dsvics:
Transport-Network-Descriptor (
Transport network identifier,
Transport network CP-SAP address,
Transport network ME-SAP address, [optional]
Transport network type identifier,
Transport network specific data

)

The transport network identifier is a unique idiatifor identifying the transport network
within the scope of the local test site.
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The transport network CP-SAP address defines teeas for the transport network’s control
plane service access point. This is the CP-SAP tsedttivate specific services within the
transport network.

The transport network ME-SAP address defines thdremd for the transport network’s
management entity service access point. This is ME&eSAP used to set/get specific
management parameters in the transport networle thatt the ME-SAP may not be present
in a transport network and hence, this parameteptional.

The transport network type identifier is a cons@epicting the transport network’s category,
e.g. MEF [X] compliant Ethernet network, opticaltwerk, and so on. The type identifier
defines the further structure of the transport ekwspecific data field that contains further
data required for managing the transport network.

Editor's note: The address syntax has to be adojftech the definitions made for the PTM/RA
architecture. Resource type constants are defineshiaccompanying implementation document.

Editor’'s note: The process of finding transportwetks via the PTM communication subsystem is
FFS.

5.3.2 Host resource attachment discovery function

This discovery function is used to determine plwaisiattachments between host resources and
transport networks. SiteTrMgmt maintains a datalo@$st resource descriptors that comprise the set
of available network interface cards per host dueditansport networks each NIC is connected to.

A host resource descriptor entry is defined a®fedt
Host-Resource-Descriptor (
Host resource identifier,
List of physical port associations,
List of logical port associations [optional]
)
The test site unique host resource identifier ssgged by Panlab/PTM to the host resource.

A physical port association depicts a physicalchteent between a network interface card in
the host resource and a dedicated physical transetwork port.

A logical port association depicts a logical attaeint between a network interface card in the
host resource and a logical port defined by thesrart network. This parameter is optional.
Note that a logical port in contrast to a physiwetiwork port may move dynamically from one
physical transport network port to another. Suchcfionality may be required for future
sophisticated transport network control planes.

Two discovery methods are defined for maintainiaghshost resource descriptors:
Type 1 registration defines manual maintenanceosf fesource descriptors.
Type 2 registration defines automated discovemtysical and/or logical port associations.

A host resource attachment may change due to aglnaitive reasons, e.g. a relocation of a host
resource combined with a reattachment. A reattanhmeust be detected by the SiteTrMgmt
framework either by manual re-registration or ineamomated manner.

Editor's Note: The automated detection of host vese attachments is FFS.
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6 Monitoring and Data Repository

We identify and describe the interoperability issuesulting from monitoring mechanisms. All
testbeds must somehow conform to a common way eiitoring their components and configuring
the monitoring mechanisms. Furthermore, when dagacallected they have to be transported to the
data repository in order to become available toGhstomer. This implies the presence of a common
protocol like IPFIX and a common data format tofsanp store and access to the data.

6.1 The requirements for monitoring and collecting resits

There are 2 major requirements in deliverable tting:

##D21-Testing##M.0850 :The PII platform shall provide means for Custonterproperly monitor
their tests and the involved PII resources

##D21-Testing##M.01050:The PII platform shall allow Customers to secum@iect the results of
the tests they run

These high level requirements are further develapdthe following statements

The platform shall enable to monitor connectionsveen testbed resources located in different
testbeds and continuously verify the inter-conmectyuality of service parameters for this
connection.

To add versatility to the monitoring framework, tRH framework should provide means to
define monitoring points within testbeds and tramssage exchanges in a dynamic manner.

The PII quality assurance framework must be enalolegrify the proper setup of a partitioned
end-to-end path, e.g. in terms of security foriparting parallel testing sessions.

To enhance the establishment and functionalityhef quality assurance framework, The PII
architecture must allow the PII quality assuran@mework to supervise the service level
agreements by actively monitoring arbitrary conioes within a testbed.

6.2 The candidate technologies

Monitoring means shall permit on demand of the @ust to set a number of observation points in
place in various points of the network, and to exilland process the measurements done at these
observation points, and then send the resultinigaan of data to a common repository from where
the customer can read and analyse the information.

Monitoring means shall permit to perform operatiang measurements such as :
Quantitative follow up of utilisation of resourcasd services.
Charging and billing
Traffic analysis (volume, duration, ...)
Problem detection
Intrusion detection
QoS control

Because of the unforeseeable versatility of thdewiht test-bed components entering into the
federation process, it is of absolutely mandatorigave common means to export the data as well as a
common format for storing and retrieving the data.

The candidate technology for implementing meand gterefore be accessible in a standardized way
to all companies willing to join the PanLab commtyrand offer test-bed components.

6.2.1 IPFX and Netflow protocols

IETF has developed a protocol aiming at providingpemmon standard to export over the network
information related to IP flows from an originat@r router, a probe or a switch) towards a collector
for further analysis of the traffic.

Page 42 of (47) © PII consortium 2009



Deliverable D2.2 Pl

ThelPFIX protocol (RFC 3917) is based on the existifgjFlow v9 protocol. NetFlow is a network
protocol developed by Cisco Systems for collectingraffic information. It's proprietary, but open,
and supported by other platforms. The NetFlow featnables to generate NetFlow records which
can be exported from the router in User Datagraatoeol (UDP) or Stream Control Transmission
Protocol (SCTP) packets and collected using a detlebllector.

Network Flows are defined as being for instance as a unidireakisequence of packets all sharing all
of the following 7 values:

Source IP address

Destination IP address

Source port for UDP or TCP, 0 for other protocols

Destination port for UDP or TCP, type and codel@¥IP, or O for other protocols
IP protocol

Ingress interface

IP Type of Service

The router shall output a flow record when it detigies that the flow is finished. It does this byl
aging: when the router sees new traffic for antargsflow it resets the aging counter. Also, TCP
session termination in a TCP flow causes the rdotexpire the flow. Routers can also be configured
to output a flow record at a fixed interval evethié flow is still ongoing. In Flexible NetFlow ()

an administrator could actually define flow propeston the router.

NetFlow Recordscan contain a wide variety of information abow thaffic in a given flow such as
the following:

Version number
Sequence number
Input and output interface indices used by SNMPdg#x in IF-MIB).
Timestamps for the flow start and finish time, iilliseconds since the last boot.
Number of bytes and packets observed in the flow
Layer 3 headers:

Source & destination IP addresses

Source and destination port numbers

IP protocol

Type of Service (ToS) value
In the case of TCP flows, the union of all TCP Hadpserved over the life of the flow.
Layer 3 Routing information:

IP address of the immediate next-hop along theertuthe destination

No ogbkowdhpE

Source & destination IP masks.

It can include all of these fields and can optibnahclude additional information such as
Multiprotocol Label Switching (MPLS) labels and BPaddresses and ports,

By analyzing flow data, a picture of traffic flome traffic volume in a network can be built.

Internet Protocol Flow Information Export (IPFIX) is an IETF working group which was created
develop a common, universal standard of exportiRoflow information from routers, probes, and
other devices that is used by mediation systentguating/billing systems, and network management
systems and to facilitate services such as measumtemccounting, and billing. The IPFIX standard
will define how IP flow information is to be forntat and transferred from an exporter to a collector
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Figure 12 — Basic IPFIX Architectural Components

IPFIX considers a flow to be any number of paclaiserved in a specific timeslot and sharing a
number of properties, e.g. "same source, samendésti, same protocol”. Using IPFIX, devices like
routers can inform a central monitoring stationwhibeir view of a potentially larger network.

IPFIX is a push protocol, i.e. each sender willigdically send IPFIX messages to configured
receivers without any interaction by the receiver.

IPFIX prefers the Stream Control Transmission Riokt@s its transport layer protocol, but also alow
the use of the Transmission Control Protocol orrsagram Protocol.

IPFIX looks as being a candidate for an industry stahdar

6.2.2 IPFIX adequate for Panlab

To be adequate for the Panlab purposes, such adiegy should include:
Means for defining observation point in the network

A metering process for processing and recordingllalata measured in the IP flow. The
metering process shall analyse packets at a givesmsunement point and perform a
number of actions such as capturing the headeg puote stamp etc ...

A process (protocol and data format) for exportirfgrmation over the IP flows
Means to transport the information over the IP 8ow
Means for security in the export process

Means for collecting all the records received friiva exporting process (common data
format for storage).

RFC 3917 has been created with the purpose to gleerequirements of such a protocol and followed
by specifications of the protocol itself. .

6.3 Application of the IPFIX technology to the PII requirements

To offer the right means for monitoring and coliegtinformation, the PII platform shall include the
related components at different points of the aechire as represented in the following figure. As
IPFIX has been identified as a good candidate @tfilling the monitoring needs of Panlab, this
section introduces how the IPFIX components shalldistributed in the Panlab architecture as
represented in the following figure

Include observation points in the testbed compandritis is where the IP traffic is going
through and where a specific measurement can héreeq

Include means for exporting data in the testbedpmmants. Measurements related to one
testbed are then exported to the collecting functio
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Include an adaptor function into the Resource Aelapayer such as to adapt all kind of
exported data to the IPFIX format.

Include means for receiving and collecting the etqub data in the IPFIX format:
collection is done per testbed but the monitoringslpiving access to the different data
repository located in the testbeds.
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Figure 13 — Mapping of IPFIX onto PII Arcitecture

6.3.1 Observation points

Definition as given in RFC 3917: The observatiompgs a location in the network where IP packets
can be observed. Examples are a line to which bepi® attached, a shared medium such as an
Ethernet-based LAN, a single port of a routeraaet of interfaces (physical or logical) of atevu
Note that one observation point may be a supefss¢veral other observation points. For example
one observation point can be an entire line caiftis would be the superset of the individual
observation points at the line card's interfaces.

It is therefore under full responsibility of thested provider to include such observation poimthe
hardware and software elements of the componettser@ation points should be defined as specific
ports of the testbed.

6.3.2 Metering and exporting

The following functions are described taking thé- Il format as an example. Other formats are
possible but it is then the role of the adaptothat “resource adaptation layer” to perform the tigh
adaptation.

The metering process generates records flows. It reads packadens and if the header matches
specific constraints, the metering process captinedieader with some more information such as a
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timestamp. It also includes some more informatiothe flow for creating a “record” including also
statistical information, expiration of the flow atrdnsfer to the export function.

There can be several metering processes for otietes
The metering process shall offer the following teas:
Reliability — detection of overload and reporting.
Sampling with parameters
Adaptation in case of overload
Time stamping each packet in a flow.
Synchronization od dating with UTC
Detection of flow expiration.
Identify multicast flows.
Handle fragmented packets.
Ignore port-mirroring
Theexport process

The export process is sending data to a colleGtat collector potentially receives data from saver
metering/ exporting points. It is therefore mandatto define and share common models for the
records exports. The IPFIX protocol recommendseiggeon definition for:

Information Model: a list (extensible) of attribatdor a flow potentially present in a flow
record. These attributes can be “IP version”, IPCE&ST, IP_PROT_TYPE,
PORT_SRC/DST, byte counter, packet counter, ToSy Elabel, label MPLS, %1/ last packet
timestamp, identification of the observation poimhique identifier of the exporting process,
ICMP type/code, input interface, output interfate&L...next hop IP, next hop BGP...etc.

Data model describing of the information is représd in a flow record. This model shall be
extensible for adding new possible attributes.

Parameters for this data model can be:

Format of exported data wrt. selected attributes

Collector process destination.

Time interval for sending the information

Notifications to be send in case of specific event.

Anonymous or not flows.
These 2 models have then to be shared with theotofl for the decoding of the records.
For detailed specification, refer to http://tod#.iorg/html/rfc3917#page-4
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7 Conclusions

In this deliverable we have proposed the interdpbtya framework to be adopted in PIl by
identifying the major areas that interoperabilityush be supported: Customer-Panlab Office
interactions, Modelling, Interconnectivity, Resaairovisioning and Monitoring.

Of primary importance for the goals of PIlI has b#am functionality of interconnectivity and how it
can efficiently be supported through the definitmfna humber of interfaces. To this end, IGW has
been identified as the most important architectcoahponent, required to support a series of funstio
as it is located in a strategic connection poiatnaly, at the border of the interconnected testbBus
detailed architecture and functionality of IGW Hasen presented together with the configuration
interfaces (U2, U3, 11, 12, and T2). This will beetfirst resource that will be implemented and
deployed during the first trials of PII.

This framework also bears a lot of similarities lwiimilar attempts to address interoperability in

heterogeneous environments and in various mani@ssawhere there is a need to communicate and
interconnect. This explains why it has been decidedlign the framework and the PII architecture

with existing activities that occur in NGN and iARIX. The former faces the problem of integrating

various QoS mechanisms and models across differergss networks and technologies while the
latter the problem of a common monitoring infrastame and mechanisms for collecting and

transporting monitoring data. PIlI will adopt andaptias required the findings of the corresponding
working groups in the PII interoperability framewdhus avoiding re-inventing the wheel and saving

considerable time. This deliverable has providedeav on how this could be done for the purposes
and goals of PII.

This deliverable together with the deliverable progld by Task 2.3 that describes the other key
architectural component of Pl testbeds, the PTM,povide the basis and drive the implementation
efforts in the future. As interoperability is a @mic subject and is closely related with the
implementation, updates of the current framework g given in future deliverables of PII in other
active tasks after the completion of this task tag.
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