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Abstract

The project Pan European Laboratory Infrastructwm@ementation (PIl) addresses the need for large-
scale testing facilities in the communications adogaimplementing an infrastructure for federating

testbeds among innovations clusters. It builds uperPanlab Specific Support Action which received
funding by the European Commission’s Sixth Framéwerogramme. This document analyses the
existing testbeds hosted by PIlI partner organimatid’hese testbed are the foundation of the PII
federation and represent the available infrastrectu
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Executive summary

The objective of the PII project is to implement iafrastructure for federating testbeds among
regional innovations clusters. It builds upon thenlBb Specific Support Action which received
funding by the European Commission’s Sixth Framéw@rogramme and defined a framework for
the interconnection of independent testbeds anardédxies so as to facilitate the establishmerd of
Pan-European Laboratory. The concept of such aHeampean Laboratory is based on the federation
of distributed test laboratories and testbeds #natinterconnected and provide access to required
platforms, networks and services, to demo, trial emaluate new technologies, system solutions and
telecom service concepts.

This document describes an initial integration edtibeds based on a use case described in a great
detail. The use case was a small scale validatqrerenent. Special attention is drawn to the
collection of feedback in order to define furthéner use cases that will drive also the final \atiioh

of the whole infrastructure.

This exercise was specifically useful to understaogv to actually describe a use case, how to
describe and implement resource adapters, how taugers into the testing facility and how to
provision and interoperate the different provideestbeds.
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DVB-SH Digital Video Broadcasting — Satellite sem$ to Handhelds
ESP Enterprise Service Bus
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0SS Operations Support System
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SEEPP South East Enterprise Platform Programme

SIP Session Initiation Protocol

SIPSEE SIP Servlet Execution Environment
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TISPAN Telecommunications and Internet convergedvi€es and Protocols for Advanced
Networking

TSSG Telecommunications Software & Systems Group
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XCAP XML Configuration Access Protocol

XDMS XML Document Management Server

XMPP Extensible Messaging and Presence Protocol

XPOSER eXtended POlicy-based, Semantically enaiiedce bRoker
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1 Introduction

1.1 Objective of this document

This document describes an initial integration edtbbeds based on a use case described in a great
detail. The use case was a small scale validatqrerenent. Special attention is drawn to the
collection of feedback in order to define furthéner use cases that will drive also the final \atiioh

of the whole infrastructure.

This document describes how the final virtual tedtdesigned, the participating testbed providées, t
provisioning phase and the technology used.

1.2 Document Structure

This document is structured as follows: First tee ogase is presented, customer requirements and the
test that will be performed. Next the testbed udadng the testing phase are presented. This is
followed by a presentation of the provisioning ghasd a first implementation of each participating
component. Finally the resource adapters implendesutel used in the use case are described.

© PII consortium 2008 - 2009 Page 9 of (30)
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2 Use case description

A Federation Customer wants to test his own VOIentlapplication against operation conformance.
Specifically the application’s performance regagdin

Sound and recording capabilities and conformance
Dialtone correct operation and conformance

The customer wants a simple setup of an Asteriskes@nd 2 VOIP user agents configured to use this
VOIP server. Then he will test his VOIP user ageitlh the Asterisk service and the configured VOIP
user agents. The Sound and recording capabilitiesanformance will be accomplished through and
ECHO VOIP service and the dialtone correct openaiod conformance against a DTMF VOIP
service.

The customer’s test suite consists of the followiing test cases:

1. From the customer VOIP application a call to aneegion number ie #301 will be made
towards the Asterisk server in order then to b&eeted to the ECHO VOIP service.

2. From the customer VOIP application a call to aneegion number ie #401 will be made
towards the Asterisk server in order then to b&eeted to the DTMF VOIP service.

Additionally a third machine will participate thaill keep any logging of all the services

2.1 The Requirements of the test

Here is a brief list of customer’s requirements:

Hardware Machines capable of hosting the VOIP user agents
oS Linux on all machines
Installed Services Server: Asterisk 1.6.0
Clients: ECHO client based on Asterisk, DTMF dibased on Asterisk
Availability 3 days

Target CPU Utilization | Server: 100%
Clients: don'’t care

Connectivity -

QoS Best effort

The requirements of the test will try to exploitffeient aspects of the whole PIlI federation
architecture:

From user design through provisioning details

A mixture of physical and Virtual resources

OS deployment

Services provisioning

Decisions that Teagle should make transparent fiser

6.  Core scenario steps from this use case could lmkalse in other scenarios

The goal of the PII Federation will be to alloc8teesources across the federation, deploy sertices
the resources, configure the entire VCT and offaccording to customer’s requirements.

In this scenario, after the breakdown of requireisietiiree testbeds will take place by the following
providers: UoP, EICT and OCTO.

The Pll infrastructure (Teagle/PTMs, etc) in brigli:
Create a VPN based connection between all testi@mdigure IGWSs, etc)
Install OS image to all systems

ok wdPE
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Configure the Asterisk service on the server of ted®bed
Install the Echo user agent on client machine oTO®estbed
Configure the Echo user agent for the extensionbaum
Install the DTMF user agent on client machine oPUestbed
Configure the DTMF user agent for the extension ineim
Configure the machine for logging of services

2.2 Different views of a customer’s test

From user requirements until testbed provisionthgge different views of a testbed’s infrastructure

have been defined: the User View, the Federati@w\and the Testbed View. Figure 1 displays the
views relationship: from the more conceptual anstraist view of a testbed (a Virtual Testbed) to the

more detailed view; in brief it starts from whaethiser wants, how the federation translates the
requirements and finally how the Virtual Testbedrplemented.

=

User view Federation view Testbed view

Figure 1: The three views of a testbed

Computingresource

resource sip agent
L

Ubuntu9.04

Dual Core XeonProcesse

100% resources avl. : . Computingresource
Ubuntu9.04 eI . e

agent

QoS:Best effort

Ubuntug.04

Means: SIP u.a. s configured to use the SIP server

Means: network topology

VCT/User view {combined of both services and connectivity views)

Figure 2: User View
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TheUser viewhas the requirements of the user; the concepasadl of the testbed that he wants: the
Virtual Testbed. The design is topology agnostgarding the location of the resources and how the
federation will provision them. In this view theanswill search for available computing resourced an
service offerings across the federation.

This view can be created graphically. The goaloigive to the user the ability of defining in a
consistent way the requirements of his virtualdedt This requirement definition could be done also
in several views given by the Teagle tool, depemdom the way the federation gathers the
requirements. For example: Connectivity view wheale user selects computing resources
connectivity and networking; Services view where tiser can select and configure services that must
be installed and preconfigured by the federatidre Tiser will also require services to be instalted
each resource and will define how these servicésnigéroperate.

Figure 3: Federation View

In theFederation view, a federated infrastructure is expressed: thbadstthat will participate for the
creation of the Virtual Testbed, every testbed wes® and what is going to be provisioned. It is the
way the federation “translates” customer requesid takes actions on proper orchestration of
services. This view is agnostic of the internalrdstructure and topologies of the testbeds.
Federation’s responsibility concerning connectivgyon the boundaries of the testbeds. Requests
should be made on each participating testbed iaroedy. to create a VPN between all testbeds, to
“unite” computing resources into the final fededhtestbed, to deploy Operating Systems, Services,
Applications and finally configure them.
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Figure 4: Testbed view

As a final point, theTestbed viewcontains the realization of the Virtual Testbedislthe actual
federated Testbed as implemented by federatiorestgult fulfills the requirements of the Fedenatio
view. It exhibits all internal infrastructures aoohsists of internal gateways and switches pastiirig
for the fulfillment of user requirements of the Nial Testbed.

© PII consortium 2008 - 2009 Page 13 of (30)
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3 Testbeds used
3.1 Description

For the initial evaluation of the federation withuge case demonstrating many software components
of the whole federation, different testbed providgrarticipate: University of Patras, EICT and
Octopus. The following paragraphs will give a shangsentation of each testbed used, i.e. resources
and infrastructure

3.2 UoP Testbed

UoP Testbed for Panlab Il consists of a solely masnachine, called, for internal naming purpose,
rak. The rak is equipped with Two Intel(R) Xeon@®320 Quad Core CPU @1.86GHz, for a total of
8 cores and 4Gb of memory. Such an hardware caafign allow us to instantiate easily up to 8
VMs without concurrency problems. The network pbgbiconfiguration consists in 3 physical
gygabit network adapters plugged on the same sw@ade network adapter is dedicated to Domain-0
only for management purposes, another network adaptused for PTM and IGW external traffic
(inter-IGW and Teagle), the third one is used &yged packets between VCTs members and IGW. In
out basic configuration 3 instances are alwaysingibomain-0, PTM and IGW.

Both PTM and IGW are configured for having 512MHRAM and 1 CPU.
3.3 EICT Testbed

EICT has deployed a dedicated PanLab test envirohtoenvork on the development and to conduct
functional and integration tests for the PanLaliveaxfe components. This test PanLab environment
comprises the core components defined by the Paaltdhitecture including PTM and IGW and some

testing resources: a XEN server for hosting virtmalchines and a laptop running a Windows based
VolIP client for demonstration purposes. Figure EE'EPanLab evaluation setup depicts the deployed
components and their interconnections. The resoad&pter layer hosts resource adapters for
controlling the IGW, a XEN server and the accompagyirtual machines.

Furthermore, the EICT PanLab testbed was designé@dglement a resource adapter for controlling
Ethernet based switching fabrics. Thus, a dedicateiiching device was added for testing and
verification of the created code base.
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ommmeec

Figure 5: EICT PanLab evaluation setup

A second switching device was created as logicdityeron the PTM hosting server so that
functionality related to controlling an entire fabconsisting of multiple switches can be tested.

The XEN RA controlled setup of dedicated virtualamiaes for a VCT. In the demonstration setup,
the created VM was used as a logging server fdeaotg logs from components deployed at other
test sites, e.g. the asterisk server.

The PanLab testing and evaluation environment &TENas merged with a corresponding test site
deployed at Deutsche Telekom premises. Thus, tiespsited in the deployment of PTM and IGW.

While the PTM and the testing resources where éatat EICT, the IGW was added by using a
dedicated VPN connection. This setup allows sepamagjoing development on the IGW.

34 OCTO Testbed

Octopus network is a live telecom operator leveriier grade) testing environment with its own
service farm.

During demonstration, the Octo testbed provide@tava of virtual machines on a VMware vSphere
host with a configurable Echo VolP service.

In the Panlab project, Octo provided the followlngux servers in order to provision virtual machene
via Teagle.

Linux server for PTM on GlassFish server and resmadaptation layer on Oscar OSGi
IGW server
OCTO service engine

The servers are shown in Figure 6. The PTM/Oscdrl&W servers need public IP addresses. In
order not to expose the whole OCTO testbed and idvimst to the public Internet, the OCTO
Service Engine was used to actually connect andl s@mmands to VMware host.
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Figure 6. Panlab installation in Octopus testbed

The interface between OCTO Service Engine and &ligation Service is based on the OCTO
proprietary interface which is used to isolate pneduction environment and PII network from each
other.

On the VMware host, a preinstalled Debian Linuxuat machine template was used to create a new
running Linux server for the VolP Echo client. IlCDO case, the Asterisk was preinstalled on the
template, so there was need for only configurirg\tbIP address to it during the provisioning.

During site preparation the following steps arecexed:
1.  Service Engine is started

2.  Service Engine reads initialisation files in ortiebe able to connect to the VMware host and to
create new (empty machines from scratch or prediest machines from virtual machine
templates) and operate current virtual machings on

3.  Service Engine is connected with the VMware host.

4, Glassfish server with PTM is started

5. Oscar with Virtualisation Service RA and Echo Cli&A as one of the bundles is started.
During provisioning the following steps were exexlin the following order:

1. Virtualisation Service received a create commaathfPTM

2. Virtualisation Service checks if a virtual machisalready created

3. Virtualisation Service sends virtual machine cr@agparameters to VMware Control and waits
for result.

4.  VMware Control issues a command to VMware
VMware creates the virtual machine in 40 seconds
6. VMware Control connects to the created virtual naeland
a) sets the login and password information as congigum the Teagle tool

Ll
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10.

11.

b)  assigns the user IP address as configured in thgld &ol
c) assigns a free local IP address for the host

The parameters (local IP address, user IP, usernpassword, host name) are returned to
virtualisation service by VMware Control

Virtualisation Service stores the information ardds a create result to PTM
Virtualisation Service receives configure commamdthe Echo service from PTM

Virtualisation Service connects directly to the atesl virtual machine and reconfigures the
Asterisk.

Virtualisation Service stores the information ardds a create result to PTM.

© PII consortium 2008 - 2009 Page 17 of (30)
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4 Provisioning phase and participating components
4.1 Provisioning the testbed

Several software components participate in the ipiaving of the demonstrated testbed. The
following paragraphs will give a short overviewadmponents used and the way they were used from
designing the testbed until provisioning.

4.2 Main components and prototype implementations
42.1 Teagle

From Teagle framework the Creation Tool, OrcheistnaEngine and Teagle Gateway were the major
participating components. Here it is presented Mo components used and operated during the
design and provisioning of the testbed.

42.1.1 Creation Tool

The Teagle VCT Tool is a Web Start application vehenstomers will normally spend most of their
time when booking a VCT. It can be accessed bystegd users from the TeaglePortal (www.fire-
teagle.org).

Assuming you are already a member of Teagle, th& V@ol can be started from tiMembers Area
section on thePortal website. From there, navigate WCT Designand launch the VCT Tool from
there.

The Web Start application will be started by thgal&Veb Starjavaws launcher, which should
normally be installed along with a typical Java Eowment. We have opted for Java Web Start for
this part of the interaction with Teagle custombesause of the complexity of the user interface
required to be useful for realistic scenarios. iPaldrly, designing a non trivial cross-domain test
visually would have been, in our view, significariss efficient and reliable over a web interface.

42.1.1.1 Overview of the demo VCT

The VCT Tool provides the user interface wheregteag and configuring resources in a VCT takes
place. Figure 7 shows the VCT as designed in thé Vaol

Figure 7 : The Virtual Customer Testbed of the demaise case

The VCT design consists of resources that offese@rbviders and appear in the Resources area of
the VCT tool. On Figure 7 one can see the resodroesthe three participating testbeds: EICT, UoP
and OCTO. One part of the design is the properdotenection of the resources. Some resources are
contained in and some are referenced by other mesauFor example the Asterisk server and
Computing resources of UoP are referenced by a Viredburce. On the other hand the Dialtone
service is contained in the Computing resources(tha blue dotted arrow)
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Figure 8 displays the configuration of the astesskver located at UoP. On this configuration wimdo
it is possible for the user to select the desifedf the server and also to define other networking
values (like netmask and default gateway)

Figure 8 : The asterisk server configuration

Figure 9 displays the configuration of the compgittasource located at UoP. Here the user is able to
define not only a desired IP, but also the instllsS, desired memory in MB and disk_space in GB.

Figure 9 : computing resource at UoP

On Figure 10 we display the configuration for th&li®ne service. Currently only an extension
number can be defined.

Figure 10 : configuring the Dialtone service

Figure 11 displays the configuration of the IGW qgament at Octopus site. Networking values can be
configured.
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Figure 12 displays the Computing resource at Od@ie based on VMWare. The user can request an
IP address for the resource, the installed OS, nafntiee machine, requested disk and memory size,
user credentials and networking values

Figure 13 shows the configuration of the Echo servivhere only an Extension number can be
requested.

Finally, Figure 14 displays the Computing resout&ICT. As with other Computing resources the
user can request an IP for this machine, defineark&tng values and request disk and memory size.

Figure 11 : the IGW at OCTO

Figure 12 computing resource at OCTO
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Figure 13 : configuring the Echo service

Figure 14 : computing resource at EICT
4212 Orchestration Engine (FT)

The Orchestration Engine is the component in thaglBeArchitecture that is in charge of:

transforming the VCT definition (see Creation Towoijo an executable script orchestrating
resource booking commands

executing the orchestration script, which resuita isequence of HTTP REST requests sent to
the Teagle Gateway, which in turns dispatch tadifferent involved PTMs.

The Orchestration Engine was developed by Orandedaployed in the form of a web application
accessible at location:

http://mdasoa.elibel.tm.fr/teagle-site

Notice that this component is generally hiddenrd esers: they interact transparently with the eagi
when they click on the Book button within the VCDdl interface. The execution report can be
inspected by users in case of problems.

The Orchestration was implemented on top of theebgengine SOA framework (developed in the
context of IST SPICE Project) which allowed to tdikdly advantage of service orientation: the
involved PTMs, the Teagle Repository where seeseagices and the generated orchestrations also
were generated as "regular” services.

In terms of software developed specifically for tirehestration engine, the two main modules were
the VCT transformer (translating the VCT topologyeated definition into a sequence of operation
calls) and a proxy component used to mediate tkndl of calls to the PTMs (CRUD operations:
create/update/get/delete).
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4.2.1.3 Teagle Gateway

The Teagle Gateway is a component in the Teagldiature that provides a common service
interface through which all the registered PTMs banaccessed by the Orchestration Engine (OE)
during the execution of the orchestration scripts.

The gateway is developed by BCT and has been maxlalale to the OE since July 2009. The REST
based URL through which the Teagle GW is receidlhthe requests from the OE is:

http://62.38.216.70:9000/teaglegw
This online version of the gateway is updated wien features are implemented.

For any PTM that is accessible through the gatewapecific URL is configured to instantiate a
service endpoint through which all the orchestratiequests can be submitted. This URL is composed
by suffixing the base REST URL of the gateway wiité identifier of the respective PTM.

In the setup of the gateway that has been usedgthi first evaluation and validation phase four
PTMs were configured:

PTM URL (service endpoint)

Fokus http://62.38.216.70:9000/teaglegw/fhg
UoP http://62.38.216.70:9000/teaglegw/uop
Octo http://62.38.216.70:9000/teaglegw/octo
EICT http://62.38.216.70:9000/teaglegw/eict

For each of the four PTMs the gateway maintains#mnal mapping that associates the specific PTM
service endpoint with the actual PTM installatiowd anore specifically with the implementation of the
T1 Soap based web-services endpoint.

Additionally, in order to cover the creation of oesces that involves more than one PTMs such as
VPNs or when a resource is not relating to a sjpe8®iTM such as VLANSs, there is a convention
between OE and gateway for the maintenance ofaligarvice endpoint that is not mapped to a
specific PTM. The URL of this endpoint is:

http://62.38.216.70:9000/teaglegw/share

Any create request posted to this endpoint triggegsgateway to analyse the content of it in otder
identify the involved PTM(s).

Furthermore, any posted data are inspected fotihgcany references to other resources that have
been included according to the script executiothexspecific orchestration request. In such case th
gateway is resolving the reference, which is preskas a Pll resource ID, by replacing the dathén
element containing the reference with the dataigeal/by the referenced resource after querying it.

In this first validation and initial evaluation tadlation of the gateway the following componentsrev
used:

A Jersey Engine for supporting RESTful web services
A Grizzly servlet-web server for supporting theségrEngine
An Axis-1.4 Engine with embedded Jetty web sereestipporting SOAP web services

4.2.2 PTM

PTM has been implemented by BCT using OpenESB.vaheus components of PTM are identified
according to the concepts that the expected operatf each one is including. A Composite
Application is built to instantiate every PTM conmgmt. Every Compaosite Application is integrating a
number of BPEL processes the execution flows oftiwvlare triggered by the messages captured by
the specific JBIs they are deploying.

The current release of the PTM contains two contpoapplications, one that is providing the
Resource Discovery and Monitoring Component thennBPEL process of which is presented in
Figure 15 and one that is providing the ResouraiBioning/Configuration Component the request
processing of which is presented in Figure 16 agdrg 17.
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These two composite applications were distributedhte testbed owners involved in the initial
evaluation and validation phase to be installed @lassfish ESB Application Server. The installatio

of the two composite applications was accompanigeérb SQL script for creating the schema and
initialising the main entries in a mySQL databds# ts used by the PTM.

The OpenESB installation regards the core PTM sesviThere is an additional PTM component that
iIs accommodating all the Resource Adaptors thaespond to the resources offered in the relevant
testbed. For the realization of this subsystem@®CAR OSGi framework is used as the runtime
environment. OSCAR is hosting all the RAs thatmaekaged as OSGi Bundles

Figure 15: Resource Discovery and Monitoring Compoant Process Flow
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4.2.3 IGW

IGW has been implemented by DT for an rpm-based (G&MUXx machine. It currently uses main
functionalities of the Linux kernel v2.6 like IPtBnnelling, packet forwarding, packet filtering, 8o
packet queuing, encryption and the like. All pants managed by an IGW network daemon.

The current release is a connection state machateiterconnects per state 4 network points : an
internal VLAN and the public IP address of one 1@\he public address of another IGW including
another specific backend VLAN. Such interconnectdivVLANS is triggered by TEAGLE using the
IGW’s Resscoure Adapter of the PTM using XML comchpackets.

Each interconnection state can be expanded by @adare interconnections to one of the attending
IGWs. New interconnection states do not interfeith existing ones, they use the same IPIP tunnel
but are separated during the routing and filtepngcess. This guarantees an on-demand automatic
IGW-to-IGW meshing of all test sites with stateléss overhead tunnelling without using proprietary
inter-IGW protocols.

The interconnection of VLANSs is transparent for thestomer and uses testbed based IGWs. If the
customer wishes to connect own test sites or sitbglices to his VCT it is possible to access ihwit
the “customer dial in” feature. This L2TP baseddemand tunnel delivers direct access to a specific
VCT as if the customer itself had a local IGW.
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The following sub-components (marked blue) andrfates (red lines) have been used up to this point
for review demonstration purposes. The next dematwstis planed to be extended to also use the
remaining interfaces and building blocks by addinther scenario details.
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For the upcoming release planning are to packagdGNV network daemon installable with a pre-
packaged reduced Linux distribution. Advantageshi$ in comparison to a pre-configured virtual
machine are the possibilities of using physical mivaes or other virtualisation techniques that the
current one. Furthermore several tunnelling prdeotke GRE, SIT or IPSec tunnels are going to be
supported.
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5 Resource adapters: Prototype Implementations
5.1 Asterisk at UoP

The following image gives an overview of the imptartation of UoP Asterisk Server Resource
Adapter.

OSCAR -OSGl

Asterisk DTMF Computing
Server client resource

In order to have a loose coupling between the RéthAe configuration and in order to enhance re-
usability of the implemented RA, a decision was entalbreak the RA in a Java bundle and in shell
scripting.

In this way the RA bundle lives in the OSGI RAL sgstem and is capable of interoperating with
other components of PTM. Configuration calls aredenghrough an SSH library to the respective
Asterisk server, in order for example to configaneew user-defined IP address.

5.2 Echo User agent

Again, in order to have a loose coupling betweenRA and the configuration and in order to enhance
re-usability of the implemented RA, a decision wesle to break the RA in a Java bundle and in shell
scripting leveraging on the same framework we dsedsterisk RA development. The same has been
done for all RA developed at UoP, so in the follogvi3 sections we will focus only on the shell
scripting part.

The specificity of the Echo User Agent (EUA) RA s@t in the fact the echo user agent is configured
on a live machine, were the software has beemggdlled. Our EUA is Asterisk based, and all tkat i
needed for the deployment is and update of theigunattion file /etc/asterisk/extensions.conf anel th
asterisk restart. The only argument needed bysttipt is the extension number on which the EUA
can be called.
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5.3 Dialtone User agent

As we said in the previous section, also in thisecave applied our general RA development
framework so we will focus on detailing only thesilscript component.

Also in this case our Dialtone User Agent (DUAp®erisk based.

Here two components are passed to the shell sthptfirst is the virtual machine name we are using
the second the extension number.

Virtual machine name is needed because commandssae not anymore inside the virtual machine
but all commands are issued on the DomoO.

The first step consists in checking if the virto@chine is alive and in shutting down it. The thHd V
image is mounted on a temporary directory and ghfiestall of asterisk is performed there, if nekde
then the configuration file based on a templateatgy with the required extension number is placed
on /etc/asterisk/extensions.conf and asterisksimrid.

54 XEN Virtual Machine

In order to create a new computing resource atargeaber of parameters is needed if compared with
User Agent deployments. For creating a new comgusource our XEN RA require the following
parameters: name, vlanid, ip, gateway, memory &ldspace.

The work performed by the RA consists in copyingraage template updating network configuration
and creating a configuration file that will be udkén in order to start the computing resource. In
order to create such a configuration file we neekitow the vlan id in order to know on which virtua
bridge to plug the new computing resource at laigt.st

55 VMWARE Virtual Machine

The Octo Service Engine, shown in Figure 6 use¥tware vSphere API through the vSphere SDK
for Perl [2]. It allows third party software to exisively use and manage the functions of VMware
vSphere datacenter and virtualisation host. Thesefar example, creation of new virtual machines
with the desired parameters (memory, disk space)sfPmanagement of the states of the current
virtual machines, and monitoring of the performan€doth the vSphere host and virtual machines
running on it.

OCTO Service Engine functions used by Virtualigat8ervice are split into two processes, where one
handles the operations related to virtual machmeatons, deletions, and configuration and another
one enables to query for timely information abdwt $tates of virtual machines and their statistits
server parameter values. The aforementioned prasesslled VMware Control and the latter one
VMware Monitor.

OCTO Service Engine establishes the connection téh/Mware VirtualCenter entity, which allows
performing the most extensive set of virtual maetoperations. VirtualCenter is an entity providang
possibility to control, not only one VMware hostitla set of VMware hosts and datacenters hosts are
assigned to. The most important feature Virtual€emrovides is virtual machine cloning from
template machines. Through the virtual machineintprit is possible to create multiple servers with
the same services and configuration easily and fast

The virtual machine operation and parameters rel@tehe operation received from the TEAGLE are
re-encoded at Virtualisation Service according @TQO internal specification.

5.6 EthernetRA

The Ethernet RA has been designed as part of thalbvirtual connectivity services provided by the
PTM connectivity module for controlling Ethernet itshing fabrics deployed in a test site. A
switching fabric may carry control and user plaradfic in parallel thus providing Ethernet Virtual
Connections (EVC) for different testing sessiond ¥€Ts in parallel.

A single Ethernet RA instance is designed for adlitig an arbitrary number of heterogeneous
switching devices (only limited by the processiagabilities of the RA hosting machine), for cregtin
and managing Ethernet Virtual Connections (EVCehamn IEEE 802.1d like Virtual LANSs.
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The Ethernet RA has been written in Python ancesghed to be simply extendable for integrating
additional types of Ethernet switching devices. Asé class provides all necessary logic for
controlling a single switch from which a dedicatddss must be derived and adapted to a specific
switch model. For the demonstration, initial supgor Cisco IOS was integrated in order to control
Cisco switching devices via their command line iifaee (CLI), though this code is currently
considered to be in alpha stage. In addition, sagfpo controlling bridging capabilities of a Linux
based server was integrated.

The Ethernet RA implements a REST like interfagecfantrolling purposes. For management tasks a
dedicated command line utility was written that ldea system administrators to manipulate the
Ethernet switching fabric by scripting the necegdagic. A dedicated thin resource adapter was
integrated into the PTM’s resource adapter layeAL(Rfor controlling the Ethernet RA REST
interface.

The Ethernet RA provides an administration intezfac order to manage dedicated host resources in
the switching fabric, i.e. each host resource nhgstregistered and deregistered. The registration
process enables the Ethernet RA to map MAC addsdsstéwork interface card (NIC) identifiers) to
PanlLab assigned identifiers. This registration nasbd be done for dynamic entities, thus all virtua
machines created during the demonstration mustybandically registered with the Ethernet RA
during creation.

The Ethernet RA uses an SQL database as backersofimg all of its dynamic information. The
interface is realized using an ODBC interface agddpc, thus the type of database used can be
chosen according to personal constraints. All ma\nformation are kept persistent in the database
and will survive any crashes (although being highhtikely, the code is prepared to handle such
situations). The Ethernet RA will recreate the rensitate after rereading all data from the database
However, such an event may result at least in @ skeovice interruption for all VCTs. The database
used was a mysql database in the demonstration.
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6 User feedback

From the first fully use case implementation froesign of the VCT to provisioning and running the
test, some lessons learned where gathered:

A further improvement of requirements and qualityhe tools is needed
All software tools need a deployable form

Provisioning process could be improved from timespective (i.e. parallelization of
actions)

Status of deployed components and RAs (alive, geploetc)
Development of the reservation system
A more sophisticated environment for constructifghs needed
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