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Executive summary

The objective of the PII project is to implement iafrastructure for federating testbeds among
regional innovations clusters. It builds upon thenlBb Specific Support Action which received
funding by the European Commission’s Sixth Framéw@rogramme and defined a framework for
the interconnection of independent testbeds anardédxies so as to facilitate the establishmerd of
Pan-European Laboratory. The concept of such aHeampean Laboratory is based on the federation
of distributed test laboratories and testbeds #natinterconnected and provide access to required
platforms, networks and services, to demo, trial emaluate new technologies, system solutions and
telecom service concepts.

This report explains the best practices of develppind managing services in the Panlab federation.
Focus is on testbed and service preparation forfélderation and maintenance. Moreover it is
proposed to be used as a “handbook” by the admatistof a testbed provider in order to create all
necessary elements and interconnections for pinf@facing of testbed resources towards the Panlab
federation.

Report explains how testbed services and equipnmemetsexposed in network-agnostic manner as
resources of the federation and presents varioceisasios to show how customer can create virtual
testbeds using these resources.

Report is useful for testbed owners to understahdtvis required from the testbed and network
management viewpoint to be a resource providenhénRanlab federation and what kind of activities
and events are expected on the federated testbed.
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Abbreviations

API Application Programming Interface
CRUD Create, read, update and delete
DHCP Dynamic Host Configuration Protocol
GMPLS Generalized Multiprotocol Label Switching
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IGW Interconnection Gateway

IMS IP Multimedia Subsystem

IPIP IP over IP tunneling

IPSec IP Security Architecture

L2TP Layer 2 Tunneling Protocol

LACP Link Aggregation Control Protocol
LAN Local Area Network

NAT Network Address Translation

Pl Pan European Laboratory Infrastructure Impletaon
PTM Panlab Testbed Manager

RA Resource Adapter

RAL Resource Adaptation Layer

RPM RedHat Package Manager

SSH Secure Shell

SIT Simple Internet Transition

SMS Short Message Service

T1 interface Interface between Teagle and PTM
TCP Transmission Control Protocol

UDP User Datagram Protocol

URL Uniform Resource Locator

VCT Virtual Customer Testbed

VLAN Virtual LAN

VPN Virtual Private Network

XML Extended Markup Language
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1 Introduction
1.1 Objective of this document

This report describes the best practices for dguedpand offering services in the Panlab federation
Report includes instructions for joining the fedEna and developing new services by introducing
tools and methods for network-agnostic resourcgigianing.

Report is useful for testbed owners to understahdtvkind of duties and activities are expected
during administration of a federated testbed.

1.2 Document Structure

Chapter 2 explains activities required from testbeders to join the Panlab federation.

Chapter 3 talks about development of testbed ressursetting up and maintaining various Panlab
tools in testbeds. Special focus is put on theufesatof tools and the messages expected to bevedcei
and sent by testbed resources.

Chapter 4 presents network connectivity scenawosétwork-agnostic behavior and practical use-
cases for them.

Chapter 5 concludes the document.

© PII consortium 2008 - 2010 Page 7 of (44)
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2 Joining the Federation

This chapter outlines the activities and documersded to joining Panlab federation as service
provider or customer.

2.1 Registering to Panlab as a provider

To allow a party owning a testing infrastructure ather testing resources - called “Provider”
throughout this document - to join the Panlab Fatitem two contracts has to be sign@dth signing
these contracts the above mentioned joining pdityva for Panlab Federation customers to use its
testing infrastructure and testing resources irstiope of a testing session

Information to supply to Panlab:
Administrative information concerning the partneganization.
Legal information.
Information concerning the PTM, IGW and RAs develdor this testbed.

There is shared login information in the Panlab wigd[1] for accessing the testbed registratiagega
(testbedowner/panlab2008).

Describing and submitting a testbed

Select “Testbed Repository” and then “How to sulartiéstbed” from the right hand side menu.
Follow the steps indicated on the page.

Panlz

Pan European Laboratory Infrastructure Implementation

Contact | Search | Sitemap

Home | Objectives | Publications | Events |

fou are Here: Home / Testbed Repository / Howto submit a testbed

Please provide information about your testbed.

O Testbed 1. Step -- Login with
Repository
N user: testbedowner
L pass: panlab2 008
@ Panlab offering 2. Step -- Follow the link to the + guestionnaire
O Objectives 3. Step -- Fill the questionnaire
& Publications # press the insert button. The information you provided is displayed so that you can
& Initiatives verify it
O Events * press the insert button again. Now the form is inserted in the database
O Community ¢ MNOTE: once finalised and inserted in the database you cannot delete or modify the

information. If for any reason you need to do that please send an e-mail to
kalb(at)eurescom.eu and explain your request.

O Testbed

Repository
O Testbed
Questionnaire As an alternative to the steps above you can download the =iword file, fill the questionnaire

) and mail it to kolb(at)eurescom.eu
O Discover

testbeds

L]

[ Services

& Organizational
Framework

Figure 1: Registering a testbed in repository
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Once the registration is accepted by PII two typesontracts have to be agreed between PII and a
partner [2].

A federation contract is defined between the PII federation and anyraateentity, either acting as
provider or a customer. It defines all rights abtigations of the Pll members and is characteriaged
being a long-term stable contractual relation. Aefation contract comprises interconnection and
testing contracts.

An interconnection contract defines general rights and obligations of a parjoming the Panlab
federation. With signing the interconnection codtithe new partner commits himself in establishing
a suitable organization to fulfill the minimum remments defined by the Panlab in terms of
maintenance, accuracy of service provisioning tfandnagement, etc.

As a final registration step a testbed joins traefation as described in the following chapterthisf
document. A testbed also performs self-tests andexdiion tests according to a relevant test plad, a
records all test results and submits them to Plagsessment and qualification.

After qualification by the federation, the new test configuration is made accessible to othergxrti
As a summary the registration phases are:

A new partner is registered in the Panlab Fedaratio

Federation contract is signed

Interconnection contract is signed

New testbed is available to testbed design togdl448 [5].

2.2 Registering to Panlab as a customer

Customer registration allows a party to

Register to the Panlab Federation.

Express testing needs.

Get feedback on where, how and when a testingosesan take place.

Select desired technologies and features for aalitestbed configuration to be set up.
Information to supply to Panlab

Administrative information concerning the custorogganization.

Testbed architecture specifications as a descnipifothe testbed needed to perform a
testing session.

Testing session specifications as descriptiongit® be performed.
Register and login

Login is available in the Teagle web site [3]. Asnaccount should be created, when using the page
for the first time.

back to Panlab | Teagle Home |

You are Here: Teagke

E Teagle Create a new account

Home username

Hewrs
email
Testbed Repository
assword
Results Repository passw
Tutorials confirm password

Members Area

BB B @O @ B @

Cancel Create

Links

Figure 2: Create account in Teagle web site
Pl office will send contracts to the new customidre terms of the contracts must be accepted by the
customer before the account is validated. Afterciigomer is registered, and the new account is
validated the customer can log in using the useenaina password he specified.

© PII consortium 2008 - 2010 Page 9 of (44)
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back to Panlab | Teagle Home |

You are Here: Teagle

U _Teagle

Home

Hews -
Login
Testbed Repository

u H
Results Repository sername

Tutorials Password:

login | forgot password?

oo BB o

Links

Figure 3: Members login in Teagle web site

For general information about testbed specificatiod resources booking customer can access the
“Tutorials” section of the web site.

2.3 Accessing Teagle VCT tool as Customer

back to Panlab | Teagle Home |

You are Here: Teaghe

O Teagle VCT

Hoee Here you you can launch a demo version of the Teagle VCT tool
Hews

Testbed Repasitory Launch the VCT tool - new repository (Updated 2009.0%9.21 - 18:00)

Results Repository

Tutorials

H H E E E =

Members Area Changelog:

Figure 4: Starting Teagle VCT tool

Click on “Members Area/VCTesign” [4], download and launch the Teagle VCal.tbJse the tool as
described in the tutorials to specify the testbed.

File Tools Booking Help

YeEE E X e
Resources Instances-lSeIection Lok Visible Layers

Available Components:

tester -
4 thomson
4 TESOUFCES
RA_test_systerm

a4 tssg
4 TESOUFCES
virtualnode
4 uop
4 TESOUFCES
Asterisk_UA
YoIP_UA
asterisk

computing_resource_A
computing_rescurce_B
sept_Asterisk |' |
5ept_Computing_resouri
sept_CDmputing_resouri

sept_DialTone_VoipUA —

sept_asterisk_1 ¥
< T | ;

Figure 5: Screen capture of the Teagle VCT Tool
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The Teagle VCT tool allows saving the designecuairtestbed and creates it by booking the
resources from selected testbeds. Prior bookimgestbed, a booking summary will be proposed. To
book the testbed, Click on “book” button.

Figure 6: Booking a testbed

© PII consortium 2008 - 2010 Page 11 of (44)
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3 Developing resources for Panlab federation

Panlab federation is based on the Teagle and Balab tools, which makes it possible to find and
configure published resources from testbeds inrdalereate new VCTS for customer specific testing
needs.

The technology-agnostic Panlab tools provide autmmafor setting up such virtual customer
testbeds, including network connections to and ftestbed resources. Testbed resources can be very
different, for example, from simple shell scriptsrhore demanding network configurations such as
required by IMS (IP Multimedia Subsystem).

This chapter provides an overview for publishingvniestbed resources in Panlab federation and
detailed information on the implementation of cotspty resources (resources that are needed to
connect the testbed to the Panlab Federation).

3.1 Resource adapter design

The Teagle tool has been made technology-agnegtich sets some requirements to testbed resource
design but at the same time gives a great freedafavelopers to decide which parameters are needed
to configure a particular testing resource fromtéstbed.

This chapter provides an overview to service dewalkent explaining some basics about resource

publishing for Panlab federation.

RAL
L i

Figure 7: Resource integration in Panlab

Figure 7 shows an overview of the Panlab’s architecthat is needed to connect the testbed and its
resources with the Teagle VCT design tool. The &ailestbed Manager (PTM) is the main control
point on the testbed available to the Teagle Dok resources of the testbed are made availaltiheto
Teagle VCT design tool using resource adapters (R} are plugged in with the Resource
Adaptation Layer (RAL) environment.

The PTM and RAL require a specific server environtran the testbed for receiving connections and
commands from the Teagle portal. CRUD commandsa{ereead, update and delete) are needed to
configure, deploy and interconnect resources ihto\irtual customer testbed during provisioning.
Each testbed resource is configured by a dedicasmlirce adapter installed in the RAL which carries
out the control commands using resource specifeafeces and protocols.

The main issue during development of RAs is todkeain appropriate level of integration: this aect
the RA development and therefore the visibilityre§ource configuration parameters, which can be
controlled through the Teagle tool.

There a several issues to consider during resani@gration such as:
Amount of simultaneous users

Resource

Level of integration

Decision of customer configuration parameters
Design Teagle command execution

Resource connectivity

The first issue depends on the testbed resourcéhartdst offering, considering if the resourctorsa
single user or allows multiple users at the same tiAs an example, an SMS gateway that customer
would like use for sending short messages to mafilenes should be designed as a multi-user
resource allowing several customers to use it atsthime time. However, if the customer testing

Page 12 of (44) © PII consortium 2008-2010
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requirements need to execute some load testingpications receiving and handling SMS messages
the resource should be designed for single usedier ¢o allow maximum performance testing.

This affects the level of integration, i.e., whicbnfiguration data parameters the RA requires, to
control the resource in the intended way. The Walthg examples depict different implementation
choices.

Resource

A
>
—

Figure 8: RA configuring a multi-user testbed resotce

Figure 8 shows a setup, which is possible if tlsthted resource provides an API for configuring and
setting up the resource access for different ugdrs. kind of resource could be a database engine i
which each user gets access by a user name andswqud. Each RA instance then should be
controlling independently a single database access.

RAL
Server

Resource

O~

*RAL

RAL
Figure 9: RA controls the resource via a proxy macime

Figure 9 shows an optional setup in which an RAl W& connecting to a proxy machine for

controlling the resource. In this case, the contmhponent multiplexes the requests from different

RAs. Control component allows also that the RAs barmade aware of the state and data of each

other. Control component also allows hiding somesgire information (such as resource access

passwords) from the RAL environment. Also, the nambf available resources can vary, i.e., there

can be a pool of resources in the testbed sidehbuictual amount is hidden. An example of thiglki

of resource could be cloud computing resources.

| Resource “\ RAL
| Resource H%’a-

| Resource R/

Figure 10: Single RA controlling multiple similar resources
Figure 10 shows a situation in which there are isdvghysical resources in the testbed, but only a
single user access is allowed to use one or meneirees at the same time. An example of this kfind o
resource could be an array of sensors. In this aasmgle RA instance is needed to control the
resources.

© PII consortium 2008 - 2010 Page 13 of (44)
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RAL

Server

Resource -é_,/,—

Figure 11 RA controls a server resource

Figure 11 shows setup in which the resource alrexdsts on a suitable server that allows developing
a control component on the same server. An examiplde resource is a Linux computer with a
testing resource. The control component could yasihfigure multiple instances of RAs, allowing
sensitive information storage on the server-sideeld of the RAL server.

The second step is to decide the configurationrparers the customer would like to use from the

Teagle VCT design tool. Flexibility of the four dosl commands and the Teagle VCT design tool

allows for the testing resource configuration to fleely selected by the testbed owner for each

purpose. In case we provide an SQL database asoarce, some database parameters from the
following list could be exposed to the Teagle tool:

SQL server IP address

Database user name and password
Database name

Table names

Table column names

Default data of tables

Database indexing parameters
Process priority

Database size

Each testbed owner can implement the configurgtiameters. A simple case might be that only
user name and password is needed to configurenearcklatabase instance.

The third issue is to design the execution of Teagimmands in the RA with or without an extra
control component. There are four commands and sustiication messages the resource adapter
needs to handle. In case the resource configuréionore complex it could require execution of
several configuration commands asynchronously bEtwee RA and the resource before sending
result to Teagle. More details about commands aeqdired message contents can be found in Chapter
3.2.

The fourth issue is the resource connectivity dugreation of a virtual customer testbed. There are
internal and external networks to be considereigstbed. The internal network is needed to connect
the resource and RA while the external network ects)the resources with resources on other
testbeds. IGW (Interconnection Gateway) managesesiivity with other testbeds during service
provisioning.
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Resource

Figure 12: Resource connectivity

Figure 12 shows a network example with two provisih resources that are reserved for separate
virtual customer testbeds. For both VCTs, a sepavatAN has been created between the resources
and the IGW. The IGW routes data between the ressulocating at the other created VLAN in
Testbed 2. Resource connectivity requires a testineldits resources to support multiple private IP
addresses for maintaining connectivity with the RAd the VCT at the same time. Detailed
information on Networking and IGW can be found ima@ter 4.

3.2 Resource adapter development

Pll aims at developing mechanisms that allow tgstihservices inside the federation. In the cantex
of service continuity, issues with location awamsneand network agnostic addressing must be
addressed.

Towards this network agnostic direction the propo&dl architecture (as this is realized by the
introduction of Panlab Testbed Managers (PTM) aaddRrce Adapters) isolates and handles locally
the networking related details of the testbeds #rat introduced to the federation. The Resource
Adapter handles all the underlying details andvadlgrovisioning and configuration in a uniform
manner through PTMs. Each Resource Adapter trassRTM common instructions into the specific
protocols implemented by one or more resourcesb@&dgsesources will be able to support the whole
set of control, management and test result retrgefinctionalities supported by the PTM.

RAs reside in the Resource Adaptation Layer whieeg tan be dynamically plugged-in as required.
A Resource Adapter is primarily characterized byurdique resource type throughout a PTM
installation. This type definition is the subjeatide published and made available as a testbedngffe

It is actually an advertisement of the real resetiat will be participating in testbed assemblies.

Apart from the resource type definition which ig tatic part of all the RAs, the dynamic partief t
RA is instantiated as many times as the nhumbeh@fspecific resource type has been deployed and
brought into the federation. Since the RA is deptbyn the RA Layer that resides in the PTM
machine, instantiation of the dynamic part of th& Rquires the existence of binding information
with the resource hosted or being on a differenthimee. In the simplest form this information can be
a network address at which the RA has to senchallconfiguration requests using the appropriate
communication protocol. Association of the dynamét of an RA with the actual resource that is
controlling is completed by the assignment of aquai Resource Identifier that is propagated
throughout the PII infrastructure.

Every instance of the dynamic part of an RA implataea common interface that consists of the four
CRUD operations: Create-Read-Update-Delete. Alinkeraction with the RAs is based on the use of
these operations. Upon reception of such a comrmaanBA should be able to translate it into the
actual resource specific semantics and apply tipeoppate management towards the resource, thus
implementing the network agnostic behavior needgdhle Pl concepts. The common interface is
published by the RA as a web service availablendtBL that is unique and closely related with the
Resource Identifier.

Apart from the instruction interface that an RArgplementing for receiving the entire configuration
and provisioning requests it is also able to injaébrmation into the core PTM engine for further
processing. The PTM is providing a service for indog notifications from the Resource Adaptation
Layer. The notifications may originate either frahe RAs or from the RAL Manager (the RAL
Manager functionality will be explained later). Baeported event is marked by an Event Type so
that the PTM can process it accordingly.

© PII consortium 2008 - 2010 Page 15 of (44)
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3.21 The Resource Adaptation Layer

The Resource Adaptation Layer is an entity thatstantiated as a set of OSGi bundles deployed in a
OSGi container. More specifically, Oscar [6] hagmaelected as the OSGi container. In order for a
Java OSGi bundle to be used as an RA, certainregants must be satisfied:

The classes must be packaged in a package thaitjiseunside the OSGi environment

The OSGi Activator Class must be able to registeeraice (class) under the “TYPE” property
with value the Resource Type that this RA is inashtb control

The OSGi Activator Class must be able to notify BV of the availability of the specific type

The registered service under the specific typegntgpmust be the control point for instantiating
the dynamic part of the RA

There is a specific Java Interface (com.bct.rarfaces.RA) that must be implemented by the
class that is registered under the type property

The activator and the com.bct.ral.interfaces.RAlementation form the static part of the RA
The com.bct.ral.interfaces.RA implementation nhestble to

provide names of the binding parameters that thealyc part of the RA requires for
connecting to the resource

provide names of the configuration parameters th@tdynamic part can apply to the
resource

instantiate and register as a service in the OgBndéwork under specific properties (to
allow its publication as a web service) the cl&ss forms the dynamic part of the RA

The class that forms the dynamic part of the RAtmus
implement the four methods of the generic RA irstegf (query, update, delete, create)
notify the PTM of association the identifier with
the binding information
the resource configuration (and of any possibleatgxs)
the web service interface it exposes
the resource type

3.2.2 Resource linking

The resource linking is determined during VCT desiBetween two resources and consequently
between the corresponding RAs two kinds of assoasexist:

Reference: The resources reference each other
Containment: One resource contains the other
During orchestration an RA can be requested to:
update its configuration with a reference to tHeeotresource for the first case
create the other resource in the second case

In both cases the resource being instructed res@mendication of the type of the other resoutce t

which it has to establish a relationship linkingti{er reference or containment). It is up to the
developer of the RA to process the specific typmeiation in the proper way. If an update command
was issued, the RA must realize the kind of comfigan update it has to perform on the actual
resource. For example, if a resource is an Astaeslier with configurable extension numbers the RA
should resolve the IP address of the softphonedtattually the referenced resource.

In case of a create request, the RA must implerhent to install the requested resource, it must
contain. It must also configure the connectivitioimation for the newly created resource so that it
RA when launched is able to be bound with the nesource. A create related example can be the
installation of a software package on a host OSulch case the OS will be the parent that contains
the software package.
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In the resource creation case, there is a diffexéo stemming from the fact that the configuratio
information contained in the orchestration creamguest may be vital to setting up the child ressurc
or not. For example, if a virtual image has to dnanched on a virtual server then the configuratibn
the image at least regarding its IP address andaibtecredentials have to be taken care of by the
virtual server RA. On the other hand, configuratidra softphone is normally performed by its actual
RA and not by the OS hosting it. Therefore, thetfkind of resources is considered as non-self-
configurable while the second one is consideresetfsconfigurable. The difference is that the PTM
modifies the create request in the case of selfigorable. More specifically, the configuration set
sent by the Teagle is replaced in the request avitmdication of the package name that is requived
be used for the resource installation and the etedaresource is submitted as an update to theynewl
launched RA.

© PII consortium 2008 - 2010 Page 17 of (44)
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Figure 13: Create request handling with containmentesource linking
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With the parent-child schema presented in the ptesviparagraph, there is a need for defining the
problem regarding the creation of the parents. Qimly, a PTM administrator offers a list of
available resources according to the RAs deplogetsiRAL. Some of these resources are software
resources while some (at least one) are hardwaeurees or resources for which there is no
automated installation procedure that can be iatedrin the RA. In the context of WP2 there is
discrimination between single and multiple instaresources.

Single instance resources are those resourcesdfratlly cannot be installed on demand through the
RAL. These can be even pre-existing software ilstahs on any hardware platforms that a PTM
operator is wishing to bring into the federatioor Buch resources there is need for implementing an
RA that can handle the configuration of the resewand the possible instantiation of any children
types on top of it. This RA should be instantiatiedugh the PTM Manager interface as many times
as the installation of such a resource requirestinguthe instantiation of the RA the PTM
administrator has to define the binding paramefarst, so the RA instance can take control of the
configuration of the resource using the proper rimftion of the control interface. This kind of
resource (regardless of how many instances otitrapperation inside the specific testbed) haseto
marked as a pre-existing instance to which a unidgwtifier has been assigned.

For a multiple instance resource there is no seghirement; it only has to be created on a palett t
has been already in the process of setting up @€ & was available before the VCT was designed.
Such kind of resources will be assigned a unigaatifler so that they can be referenced thereafter.

3.2.3 The Oscar OSGi framework container

The Oscar OSGi framework container [6] is instalsdconsole (no-gui) application. This implies that

its basic installation consists of at least théofeing bundles (as presented by Oscar's “ps” conabnan
ID State Level Name

[ O][Active ][ O] System Bundle (1.0.5)

[ 1][Active ][ 1] Shell Service (1.0.2)

[ 2][Active ][ 1]Shell TUI (1.0.0)

[ 3][Active ][ 1] Bundle Repository (1.1 .2)

This basic installation is enhanced by the addiidgmstallation of the following bundles:

[ 6][Active ][ 1] Servlet(1.0.0)

[ 71[Active ][ 1]HTTP Service (1.1.2)

[ 8][Active ][ 1] Commons-Logging (2.0.0 )
[ 9][Active ][ 1]axis-osgi (0.1.0)

These bundles allow for the publication of web E®mw based interfaces. Finally there are two
additional bundles that have been developed inctimitext of the project to provide the basic RAL
environment:

[ 10] [Active ][ 1] ral-common
[ 11][Active ][ 1] Resource Adapter Manag er
3.24 Implementing and deploying resource adapters

A Resource Adapter needs to be implemented intainarvay to meet all the requirements related to
installation, activation and provisioning. These mtoon characteristics have lead to the
implementation of a NetBeans module that offerstdmaplate of an RA to be instantiated and the
development of a NetBeans project covering all teguirements. The template eases the
implementation work of RA by providing a skeletohthe RA for managing interaction with the
resource.

After having installed the NetBeans module, the d®&eloper has to create a new project by selecting
the RATemplate.
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Figure 14: Creating a new RA project from templatein NetBeans

The next step is the definition of the RA type. S'fd the same with the name of NetBeans project
created without using any capital letters. Additilty one can define a number of configuration and

binding parameters for the RA, the potential cleiidtypes that are supported by this resource and
finally types of resources that can refer to anddberred by this resource type.

Figure 15: Creating an RA project in NetBeans

The created project can be directly built. Oncelibigding is successful the created archive (in the
‘dist’ folder under the project's folder) can bdagued to the PTM Manager.
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Figure 16: Installing an RA using the PTM Admin interface

Update can be ticked in order to indicate the igt@ent of an existing package under the same type.
Self-Configurable can be select if this is the cd3een pressing submit uploads the archive to RAL
and if no error is indicated the RA has been degaloy

Figure 17: Checking installation result
Then the RA is listed in the Active Types table.
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Figure 18: Checking installed RAs and type definitins

From there (in case of a single instance resoweegan decide either to create an instance far it o
remove the type. Selectingreate Instance navigates to a page where we have to enter binding
information and configuration parameters.

Figure 19: Creating instance of RA manually

Submitting the form and then navigating to thetive RA-IDs page will display the newly created
resource in the list.
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Figure 20: Checking list of instantiated RAs

From there it is also possible to remove the ircgaltf the type is removed from the Active Types
table, all the instances of the type are removededls

3.2.5 Commands and events

RAs implement a common interface that is exposetlwasb service to the PTM for receiving requests
and also RAs consume a PTM interface for submittintifications. Furthermore there are certain
things an RA must follow during installation andieation.

Create Command

As already stated a parent resource may receiwenaand for creating a child resource. In case the
child resource is a non-self-configurable one tbefiguration data passed as the argument if the
create method will be in the form of:

<type_name>

<conf_0O>valueO</conf_0>

<conf_1>valuel</conf 1>

<conf_2>value2</conf_2>

</type_name>

While in the case of a self-configurable resouhgedonfiguration data will be in the form:
<install>

<type>type_name</type>

<package>package name</package>
</install>

Update Command

The argument of update command is always in tHevimhg form:

<conf_0>valueO</conf_0>
<conf_1>valuel</conf 1>
<conf_2>value2</conf 2>
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Query (Read) Command
The query command is invoked with an argumentithahe of the following lines:

a) <get></get>
b) <connectivity></connectivity>
c¢) <reference></reference>

An RA (its dynamic part) is normally replying widn XML based structure containing a resource
identifier to both update and create requests. fiflsé update a) type regards retrieval of the ID
formatted as:
<?xml version="1.0" encoding="utf-8"?>
<resource_type>

<uuid type="string">resource_id</uuid>
</resource_type>

The second <case b) considers retrieval of the iftent tagged by “raid”
(<raid>resource_id</raid> ): it is invoked when references that are contaimed VLAN
configuration must be resolved.

The third case c) is invoked when there is a needdsolving references inside type configurations
(<param_name>param_value</param_name>). The intention is to retrieve those
parameters from an RA that are meaningful in thefigaration of the one that references it, e.g.,
when an Asterisk RA is referencing a softphones tipdate type is used to resolve the specific
reference in order to replace the identifier witsed of parameters that are meaningful to Asterisk,
such as IP address and extension.

Events

The RA must notify the PTM on some events or wherstate changes. All the notifications are sent
to the PTM using the corresponding web servicewzes published by the PTM to the RAL. The only
method available in this interface is the following

notify(ralD, eventType, eventData)

RAs normally use the following event types:

TYPE_AVAILABILITY: notifies the PTM that the bundlef this type has been activated. The
ralD argument is not meaningful, the eventDatatde the type name

RA_REGISTRATION: notifies the PTM that ralD has bhegctivated as a web service that is
reachable at the URL indicated by the eventDataraemt.

TYPE_ACTIVATION: notifies the PTM that the identi ralD should be associated with the
type indicated by the eventData argument.

RA_CONNECTIVITY: notifies the PTM that the identfi ralD should be associated with the
resource for which the binding information is iratied by the eventData argument. This is
submitted either by the actual RA or by its parentase a child is created on top of it. The
binding information has the following format:

<connectivity>

<binding parameter 0>value parameter 0</binding p arameter 0>

<binding parameter n>value parameter n</binding p arameter n>
</connectivity>

TYPE_CONFIGURATION: notifies the PTM that the resoa with identifier ralD has been
configured with the parameters indicated by thent#ata argument. The configuration
information has the following format:

<configuration>
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<parameter 0>value parameter 0</parameter 0>

<parameter n>value parameter n</parameter n>
</configuration>

ERROR_EVENT: notifies the PTM that the resourcehwitentifier ralD has encountered an
error a description of which is indicated by themData argument.

INFO_EVENT: notifies the PTM that the resource widkntifier ralD is operating normally as
it may be indicated by the eventData argument. iBhised to clear a former error indication.

Database configuration in PTM
The PTM maintains a database that contains:
RA identifiers (active)
RA types
Associations of types with identifiers
Configuration applied to specific identifiers
Binding information for specific identifiers
The entries in the appropriate tables are affelsyetthe notifications received from RAL regarding:
Configuration Update
RA Activation
RA Removal
RA Identifier removal
RA Update
Binding Information update/store

All the information contained in the database iscueshen an RA type is reactivated for restoring its
previously created instances.

3.2.6 Testing deployed resource adapters

Since RAs need to be tested prior to be releasedséised offerings, a special application has been
released to aid the process of RA testing. Thigyutnteracts with both the PTM and RAL servers.
The PTM requires a secure connection, so theread for generating a self-signed key-pair to allow
testing communication using the command:

keytool -genkey -keystore testerkeystore -alias ral tester

The tool requests certificate parameters for theegion of the key pair that needs to be supgiied
the user. The default ("changeit”) password candeel both for the key-store and the key.
The certificate should be exported using the comiman

keytool -export -alias raltester -keystore testerke ystore -file
raltester.crt

The certificate should be imported into Glassfist@serts.jks using the following command:

keytool -import -file raltester.crt -keystore {path to your
Glassfish}/glassfish/domains/domainl/config/cacerts .jks

Similarly, Glassfish's certificate should be expdrt

keytool -export -file gl.crt -keystore {path to you r
Glassfish}/glassfish/domains/domainl/config/keystor e.jks -alias slas
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Normally alias should be slas, but the followingnogand can be used for verifying the correct alias
name:

keytool -list -keystore {path to your
Glassfish}/glassfish/domains/domainl/config/keystor e.jks

Glassfish certificate should be imported in thégiés keystore:
keytool -import -alias glassfish -keystore testerke ystore -file gl.crt

Glassfish should be restarted to take new certdicato use, than RAL tester can be launched by
using the following command:

java -Djavax.net.ssl.trustStore=./testerkeystore\
-Djavax.net.ssl.keyStore=./testerkeystore\
-Djavax.net.ssl.trustStorePassword=changeit\
-Djavax.net.ssl.keyStorePassword=changeit -jar RAL Tester.jar

Figure 21: RA testing utility
When the RA testing utility starts there is needsigpplying the IP address of the PTM.
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Figure 22: Testing query command

Query using "Get IDs" always retrieves a freshdisthe active RA-IDs in the RAL. After selecting
one of the IDs one can then decide on an actiorryupdate/create). Query can be further
configured.

Figure 23: Testing update command

The update action prompts the user with a panefaging the configuration parameters to fill in
before invoking. The submitted configuration isnpeid on the Oscar [6] console.
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Figure 24: Testing create command

Create should be complemented by the child typeséfection of which leads to the preparation of a
panel with the proper fields to be filled in foetprovision of the child’s configuration.

For every command invoked the response is trareuinitick to Teagle, where it is collected and
displayed in the console at the bottom of the testandow.
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4 Testbed and service connectivity scenarios

This chapter talks about static and dynamic netimgrkconnectivity scenarios for connecting
resources both internally and between testbedsumaB federation. The scenarios depict networking
from idle testbed when resources are not usedavigioned testbed when one or multiple resources
are in use as part of VCT.

The functionality is provided by the Panlab conivityt management framework, which is a
mandatory element in any Panlab compliant test fitegoals are threefold: a) connect resources
assigned to a VCT in a virtual network in an auttedamanner, b) ensure the security and privacy
requirements of test sessions executed in pafayigbroviding an efficient separation of different
customer VCTs, c) allow test site providers deplegimof multiple connectivity domains using
arbitrary layer-2 technologies.

4.1 Resource connectivity in testbed

This section provides a brief high-level overviefittee steps required to attach an existing testait

a newly created one to the Panlab federation. Qra¢ of the Panlab architecture is to keep the
entrance threshold for attaching new testing systand services low. This section provides some
guidelines for administrators and explains limdaas of the model adopted by Panlab for customers
and providers.

While the general structure of a Pll compliantliest is in fact determined by the intended service
offering, the Panlab architecture consists of twandatory elements: the Panlab Testbed Manager
(PTM) controls resource configurations via a de@idamanagement network segment and the
Interconnection Gateway (IGW) encapsulates VPN tfonality in order to establish connectivity
with other test sites. Both PTM and IGW functiotalnay be encapsulated in a single host; or if
performance requirements must be met or diffengieréonnecting transport technologies have to be
integrated, several IGW instances may be deployedtest site. PTM and IGW may be installed on
dedicated physical servers, though this is not adai@ry requirement. Their functionality is aval&@ab

in packages for installation in already existingtscor as pre-configured images (XEN [7] or VMware
[8]) for direct deployment. A PTM and an IGW deptalyon a single physical server define the
smallest valid nucleus of a PIl compliant testbed.

Besides PTM and IGW as core elements, a test stg comprise additional physical servers for
hosting services or providing virtualization or deded testing equipment like radio base stations,
protocol testers, network equipment (routers, $wisy under test, etc. For connecting such physical
instances, a connectivity domain is required. WHianlab was designed to support arbitrary
connectivity domains, support for IEEE 802.3 Etle¢rbased systems has been added to the set of
core resource adapters due to the wide availalwfitifthernet hardware. Note that for isolation of
testing sessions IEEE 802.1q support (virtual LANS mandatory requirement and a prerequisite for
conducting different test sessions in parallelaltisent, no shared access to the test site will be
available.

In the Panlab architecture resource adapters dooperation and configuration of individual
resources and the core functional elements PTM, ,I@kd Ethernet connectivity domain make no
exception from this rule. The Panlab software tistion comprises a set of pre-installed core
resource adapters and an Ethernet connectivity iorH@wever, these resource adapters require an
initial configuration as explained in Chapter 3.

A test site administrator may add additional resesirincrementally to a Pll compliant test site sthu
with the basic set of elements and adding othetientater is a good strategy. The next sectiaverc
the two main building blocks in more detail: addimgtualization services as well as the initial
connectivity domain.

4.1.1 Test Session Isolation and Panlab Control Plane

The core connectivity domain adopted for the Paalahitecture is based on IEEE 802.3 Ethernet and
the system uses IEEE 802.1q virtual LANs for igolatof different testing sessions and network
management functions for configuring testbed ressurWhile this approach is feasible for virtual
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network topologies with arbitrary layer 3 protocalsd topologies, testing sessions requiring adeess
layers beyond layer 3 cannot be realized. Wherstastee owner wants to offer systems for testing on
layer 2 or the physical layer, the Ethernet corimiéggtdomain may be used for configuring the
deployed endpoints (switches, optical cross cosnéagress devices for GMPLS, etc.) and transfer
user traffic to and from these endpoints.

Virtual layer 2 links based on IEEE 802.1q may spuauttiple test sites or as a shared medium connect
multiple resources in a single test site. A custohaes full control over the network topology to be
deployed, thus a virtualized host resource mayaada software router within a VCT. However, this
flexibility comes with a significant complexity iconfiguring VCT’s in the network layer. Panlab does
not support automated checking of mis-configurediads and thus, cannot detect any problems
arising due to invalid network configurations.

Figure 25 depicts the relevant elements for commgatirtual hosting resources via virtual LANS. In
this example three virtual network segments areveho

1. VLAN #48 defines network segment #1 and connects virtuelgbs domO(A):virbrl and
domO(B):virbr3 so that the virtual maching®mO(A):[vm0, vm4hnddomO(B):[vm3,vm5pre
all members of the same Ethernet segment.

2.  VLAN #404 defines network segment #2 and connects virtualgbs domO(A):virbré and
domO(B):virbr7 so that the virtual machinesomO(A):[vm5] and domO(B):[vm1] are all
members of the same Ethernet segment. Furtherti@rbGW is connected tdomO(B):virbr7
and provides connectivity to other network segnmgedéployed in remote test sites.

3. VLAN #10 is a specific network segment that is used as g@mnant network segment
comprising the PTM as the gateway to PIl higheeflagntities (Teagle) and all management
functions of domO hosts and physical servers.

VCT virtual links

Thus, a VCT virtual link is mapped on an IEEE 8@Rvirtual link and is capable of connecting virtual
host resources and physical systems attached t&ttiernet switching domain. The creation of a
virtual link is twofold: a virtual LAN is createdydamically (or a manually pre-configured one is
assigned to the VCT virtual link) by the Ethernetgectivity domain RA for carrying user traffic
among all resources attached to this VCT link. fforsical components directly attached to the virtua
link, the responsible port on the Ethernet switghitommain is added to the VLAN in untagged mode
and for virtualized server resources running orom@ instance, the VLAN is added to the relevant
port for the hosting dom0O in tagged mode. On tha@astance, the required steps for decapsulating
the tagged VLAN and the setup of an appropriateiairbridging device is done with the help of the
virtualization RA.
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Figure 25: A typical Pl testbed structure

While the mapping is done automatically by the Etbe and virtualization RAs, Panlab provides
access to all mapping information to the test adeninistrator in case that automated management
fails and resources have to be released manually.

Note that the Panlab Ethernet connectivity domainifkcapable of blocking specific VLAN ranges
and to limit itself on a restricted block of VLANéntifiers. Thus, an existing switching domain may
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be used in parallel for Panlab as well as othepgaas, so no dedicated hardware has to be provided
for a Pll compliant test site and conflicts withealdy deployed VLANs should be minimized.

Dynamic vs. static management of resources

Virtual LANs and network setup on the hosting doméchines is done automatically by the PII core
resource adapters, i.e. a virtual bridge is credy@amically on each domo for a new virtual linkoap
request and connected to a VLAN created with theseh VLAN identifier. Virtual bridges and
virtual LANs are in fact dynamic resources and toee resource adapters provided by the PII
framework are capable of handling these resourgearically, i.e. creation and removal are done
automatically during deployment and removal periofia VCT. However, when the automated RA
mechanisms cannot be applied in a specific enviemipnthe test site’'s administrator may create
appropriate virtual bridges and VLANs manually amgjister these now static resources with the
appropriate RAs which will assign these resourié@sdynamic resources to a virtual link.

Trunking
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Figure 26: network setup on a XEN domO

Figure 26 depicts a typical networking setup onENXdomO0 host: on the right hand side two physical
interfaceseth0 and ethl are bound to a single trunk with interfalbend0 acting as endpoint. The
trunking protocol used depends on the adopted feeland thus, on the trunking implementations
provided by the switch manufacturer, e.g. Link Aggation Control Protocol (LACP) according to
IEEE 802.3ad, Cisco EtherChannel, or Linux bondifpe test site administrator may choose
whatever protocol is available in the local sethiewever, when trunking is used, the switching
devices may or may not support dynamic adding gge¢d VLANS to trunks. In the latter case, when
e.g. adding a new tagged VLAN requires unbundlifghe trunk, dynamic allocation of VLANSs
cannot be used. Unbundling may disturb other VC3sisas currently running in parallel. In such
cases, either all VLANs must be pre-configuredhe switching domain including a registration as
static resource with the Ethernet connectivity dionf®A or trunking cannot be used at all.

VLAN endpoint management and XEN virtual bridges

The virtualization RA creates dynamically virtuahlN endpoints on the hosting server: in the above
example interfacelond0.48 bond0.404 andbond0.10are created respectively. In order to avoid any
interference with XEN provided scripts, thendOinterface should not be bound directly to a bindgi
device. In the recent past the XEN networking cbde suffered considerable changes in version 3,
3.1, 3.2, 3.3 and 3.4, so further changes may oagtuhe future. Nevertheless, we recommend
separating management of physical interfaces arndalibridges and to couple all virtual bridges
initially with a dummy interface. In the exampleyrdmyO has been coupled with virbrO. The
virtualization resource adapter creates a new Imidglevice automatically and once the VLAN
endpoint has been created adds this endpoint torithge. When the virtual server resource is stiarte
its logical interfaces are also connected to thgglerdevice.
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DomU (and IGW) constraints

In the XEN framework, the number of virtual netwankerfaces that can be assigned to a virtualized
server (domU) is typically limited; in version 3the upper threshold was three network interfaces,
later increased to eight interfaces in version Bi@wever, for customer defined host resources and
especially for virtualized IGW instances this ingglia concrete restriction on virtual network
topologies that may be created and in the caskeofGW, the number of VCT testing sessions that
can be executed in parallel is limited to eightpigart for carrying tagged VLAN traffic into a domU
instance is currently missing in XEN. Furthermoségable support for adding network interfaces
dynamically is missing in XEN. From these restdos, the following recommendation for setting up
a virtualized IGW can be given: add the maximum benof allowed virtual network interfaces to the
IGW domU. One network interface (by convention ¢t be used for connecting to the test site’'s
management network; all residual interfaces magdségned dynamically to VCT testing sessions.

4.1.2 PIl Test Site Management Network Segment

For configuring and controlling resources, a da@idananagement virtual LAN must be created. The
PTM default configuration comprises a preconfigupddiCP server that provides IP addresses from a
pre-defined address space to all resources. Natedhce control is handed to the customer, ressurc
will be disconnected from this management netwarlolider to prevent customers from interfering
with other resources and VCTs being active in pelraia the control plane.

The PIl Test Site Management network segment isl ugeallow a Panlab Testbed Management
control over resources deployed in a test sitetédting session traffic is allowed within this sipéc
virtual LAN. It is the administrator’'s task to deé appropriate layer 3 connectivity among all
management endpoints in the Pll management VLABdYsygning IP addresses.

The administrator must configure the virtual brisige the domO hosts and the used VLAN manually
in order to create the management VLAN. The managéwirtual bridges must not be registered in
the PTM for use by testing sessions.

Pll provides a domO resource adapter for contrlietup of individual virtual machines as well as
the necessary network configuration on the hostommgO.

Physical servers are handled differently compaddamO entities: a physical server must be
connected during configuration periods to the manant VLAN for preparing a new testing session.
However, such a server must be disconnected fremmiinagement VLAN, once control is handed
over to the customer in order to prevent the custaim send traffic towards other entities connected
to the management network or to gather any infdondtom testing sessions being active in parallel
via the management VLAN. Thus, there may be noroboter the resource from the PTM during an
active testing session. Reestablishing connectteitthe management VLAN involves separating the
physical server from the testing session VLAN aedding it to the management VLAN and thus
interrupts operation of the physical server device.

41.3 P1l Endpoint management

A Panlab testing environment consists of two catiglemains: the PII controlled domain comprises
all elements deployed and controlled by the Pafaimework, the customer domain comprises all
functional elements under control of the custoriiéie Interconnection Gateways provides adequate
means to attach both domains to each other by iaiipthe export of customer endpoints. Such
endpoints secure traffic between the customer doraad the PIll domain by using virtual private
networks.

4.2 Testbed to testbed connectivity in VCT

IGWSs are border gateways of partner’s testbed emdlae to automatically establish connections to
their peer IGWs of other testbeds. They are smifiguring, except the definition of external publi

! Note that this may change in a future versions.
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IP communications parameters. The following scseshow how to install and boot an IGW for the
first time and make sure it operates properly.

The IGW’s core functionalities are based on Linuxn€l and implemented for Linux RPM-based
(e.g. RedHat, CentOS, SuSe) machines. Currentydielivered inside a virtual image, but upcoming
releases are planned to make available a diswitdilte installation disk.

Main purpose of an IGW is to act as Panlab testimder gateways for automatic IGW-to-IGW
meshing of all Panlab test sites. For such mesbiiral IGWs a stateless low overhead tunneling was
chosen, without usage of proprietary inter-IGW poots.

Site internal 802.1q VLANSs keep up the separatib©Ts that are routed site external through IPIP,
GRE, SIT or IPSec tunnels. Furthermore an XML-dasentrol signaling and monitoring protocol is
used to control the IGW by the PTM or configurattonl using T2 interface.

Figure 27: Network related commands and parameteri IGW

Figure 27 shows the create command from a PTMdd@®&W, including a command section, local
and remote IP address parameters and a credesgcdisn for authorisation. Each IGW is capable of

Auto detection of network interface activity
Auto detection of DHCP (Dynamic Host Configurati®rotocol) availability
Automatic connection test for available tunneling
Automatic VLAN configuration test
Automatic communication test to PTM
Automatic detection of remote IGWs
Automatic configuration results correctable by hand
The following preparations are necessary to setrufi>\W in the local partner’s testbed.
Connect IGW host machine to public internet
Connect IGW host machine to internal Layer2 testwitch

Get the IGW image and start it, make sure all ptafsietwork interfaces are connected to all
virtual ones
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Be prepared to solve firewall problems for tunnglprotocols (e.g. according RFC1853) to
other IGWs

Start the configuration and monitoring tool to #ethe state of operation

4.3 Setting up an IWG

Reserve a new machine using VMware Workstation ernvé&d and make sure this machine is
guaranteed at least 256MB of RAM. Bridge the wltttNetwork Adapter 1” Interface (sometimes
just called “Network Adapter”) directly to the hasgstem’s physical public interface and the virtual
“Network Adapter 2" Interface directly to the haststem’s physical testbed internal interface.

Figure 28: IGW machine in VMware

After that, just boot the virtual machine and atassary services will be started automaticallytha

first boot, or if no meaningful configuration exdsthe IGW will prompt an input window for external
communication parameters. This is important sifcaddress, network mask, IP default gateway and
domain name system parameters can not be autaggooedi. When prompted, choose “Edit Devices”.

Figure 29: Configuration of IGW at the first time
Do only select and modify the ethO interface. €ttel interface needs to be present but untouched.
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Figure 30: Setting up networking devices

Insert the usual public IP parameters. The IGWteraal interface is not allowed to use private IP
parameters, DHCP configuration or to operate behitNATing network access device. Furthermore
make sure that your firewall allow to the IGW indagand outgoing the following ports:

RFC4251 - SSH (TCP, port 22)
RFC2661 - L2TP (UDP, port 1701)
RFC2003 - IPIP tunneling (“next level protocol”agcording to RFC790)

Figure 31: IGW Network setup

After modificatying ethO parameters, save the ckarand go back to main menu. As a last step enter
the DNS configuration menu.
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Figure 32: DNS configuration

Enter the partner name (e.g. EiCT, UoP, TSI, éttd the hostname field and up to three existing
domain name servers of your choice. Proceed withr@ go back to main menu.

Figure 33: IGW DNS setup

This procedure is only applied the first time tk&N boots. Thereafter the IGW will try to connect
and mesh with other available IGWs as well as tdwall PTM. The boot process ends showing a
configuration and monitoring summary of the intéraad external interfaces to overview IGW’'s
connectivity behavior. See below the automaticfigoned fields (green) and the ones that can be
chosen by and (red and yellow).
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Figure 34: Successful IGW boot
4.4 User connectivity to the virtual customer testbed

This chapter presents a scenario called “VCT ataesghich the customer can connect a terminal or
small infrastructure with the created VCT and bd pfit. Technically the tunneling protocol L2TP
was used to ensure remote access on ISO/OSI lsyed 2pwards. This type of connection should be
used if no local IGW connection is available.

See below an installation example for a single bBoft Windows terminal. Make sure to open UDP
Port 1701 on your firewall! Open start menu of thekbar and select to run the “regedit” tool.

Figure 35: Starting regedit tool

Find the “Parameters” entry of the tré#&KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet
\Services \RasMan
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Figure 36: Remote Access Entry in the registry
Insert a new DWORD named “ProhibitipSec” and chatigevalue to “0x00000001”

Figure 37: Insert registry configuration

Close the regedit tool and make sure the valuesassd into the registry by re-opening it to have a
look if the “ProhibitlpSec” parameter exist.

Figure 38: Network settings
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Go to the system’s network settings and startdatera new network connection.

Figure 39: Selecting Network Connection type
Define the new network to utilize VPN.

Figure 40: Define a new VPN network

Figure 41: VPN network name
Name the VPN connection e.g. “P2 VCT access”.
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Figure 42: Entering IGW IP address

Insert the IGW’s or VPN concentrator’s IP addresy o you by email and press next. Now your
connection is created, insert username and passeatdo you by email.

Figure 43: Enter user credentials

Select Options and insert a high number of diateqetitions and a low number of time in between.
Select to automatically redial.

Figure 44: Configure connection options
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In the “Security” tab select typical (preferred)tvsecure password. Unselect all other optionsitdon
change any IPSec preferences.

Figure 45: Security settings
In “network” tab change the VPN type to “L2TP-IPSec

Figure 46 Configuring VPN type
Now connect ...
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Figure 47: Connecting network

When connection was successfully created, you fimitl the new VPN connection in the system’s
network overview. You may create a link to thattla desktop or task bar.

Figure 48: Created VPN network
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5 Conclusions

This report presents mostly mechanisms, processgéscanfigurations that must be followed by a
testbed provider in order to join the Panlab fetiena The report starts with explaining registratio
and contracting issues related to joining the Rafdderation of testbeds. Practical steps are prede

in detail on how a testbed administrator can phldisiew testbed in federation and to access Panlab’
VCT design tool to select resources and book aalitestbed.

Development of new testing resources is presenged with different examples of architectural
choices for different types of resources, for dife testing needs. Resource adapter development is
then explained starting from creating a resourcaptad software project, installing a new resource
adapter and finally testing the resource adapteré@ublishing it to federation.

Report also discusses the testbed and service civitye including details about testbed internal
network functionality as well as testbed-to-testb&@N networking.
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